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SECTION 1: OVERVIEW

Section 1.1 About This User Enrollment Guide

This guide illustrates the steps necessary to gain access and enroll users into the Do Not
Pay Web Portal, including how to log in to the Web Portal.

Section 1.2 What Is Do Not Pay?

Do Not Pay is a governmentwide tool within the U.S. Department of the Treasury's
Bureau of the Fiscal Service for federal agencies and states operating federally-funded
programs to check data sources to verify a recipient's identity, eligibility, and bank
account information before a payment is made.

As a one-stop shop for pre-award and payment verification at no cost to agencies, Do
Not Pay helps agencies streamline their business operations to effectively fight fraud,
waste, and abuse and ensure taxpayer dollars are reaching the correct recipients.

Section 1.3 User Enrollment Process Overview

This is a high-level flowchart of the Do Not Pay Web Portal User Enrollment process.
These steps are detailed within this document.

....... v @) TREASUR

Create your account

Seiect oo sl isngusgeratenanss

Agency Responsibilities

%"' Fiscal Service

‘Welcome to the Do Not Pay Web Portal!

Onboarding Team Actions

*Your process may not occur
in this exact order.
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SECTION 2: ENROLLMENT PROCESS

Section 2.1 Completing User Enrollment Form

After the access group has been created for your agency or program, your agency will
need to enroll Access Group Administrators (AGAs) to approve access to their Web
Portal users. If an access group has not been created, please reach out to your
Onboarding team to begin.

User Enrollment Form

‘This form must be completed to enroll Agency/State users in the Do Not Pay (DNF) Portal. The user listed is designated to perform the Role and Access Group responsibilities in the DNP Portal in accordance with the
DNP Portal Requirements. This form is used to create, modify: or deactivate a user in the DNP Portal

Section 1: Action Requested [check one]

[] CREATE ] MODIFY [ ] DEACTIVATE

Specific action taken: Enter texxt

Section 2: Access Group Information (Color Filled Cells to be completed by DNP - INTERNAL USE ONLY)

Department Name: Enter Department Name

Associated Access Group Level: Sclect

Append Code: Enter text Acces: s
Ieappicable [Based on Agency Hierarchy Structure]

Section 3: User Information
(All Fieids Required)

‘Assigned DNP Access Group Role:

Authentication Access Type: PIV/CAC Card A
Select

Legal First Name: Legal Last Name:
nter text Enter text

‘Work Office Phone:
Enter phone

Official Title: ‘Work Email Address:
Enter text Eanter text

Section 4: Access Group Administrator [form must be signed by the AO, PLSA, or LSA]

Legal Name: Enter text ‘ ‘Work Phone: Enter phone ‘ ‘Work Email: Enter text

Administrator Signature:

Group Role: Select

Date: Click or tap to enter 2 date.

Please email ALL pages ba cy Specialist.
If you have any questions, please contact your Agency Specialist or the Agency Support Center at 1.855.837.4301 or donotpay@fiscal. treasury.gov.

1. Your agency's Point of Contact will receive an email from the Onboarding team
after the access group has been created. This email will contain a User Enrollment
Form that must be reviewed and completed for each anticipated Web Portal
user.

a. A user will need to verify whether they have access to a
PIV/CAC/LincPass card or if they need to create an account
with either ID.me or Login.gov to access the Web Portal. Please note that a
user cannot enroll using a personal email address; a business email
address is required to establish Web Portal access.

2. Your Onboarding team will populate all the “Internal Use Only” fields within the
User Enrollment Form before sending to your agency. The remaining fields will
need to be completed and the form must be signed by your agency’s designated
AGA.
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a. Your agency's Authorizing Official (AO), Primary Local Security Administrator
(PLSA), or Local Security Administrator (LSA) can act as an AGA. AGAs
designate which access group a user is permitted to view.

3. After the Onboarding team processes the form, you will receive the “Welcome to

Do Not Pay” email from donotpay@stls.frb.org. This email contains tools to

ensure that you get the most out of the Web Portal and contact information for

the Support Center, if you should encounter issues attempting to log into the

Web Portal.

Example of the Welcome Email for PIV/CAC/LincPass

Example of the Welcome to Email for ID.me or Login.gov

BUREAU OF THE

*
e Fiscal Service

Dear New Do Not Pay Web Portal User,

Operated by the U.S. Department of the Treasury’s Bureau of the Fiscal Service, Do Not Pay
is a governmentwide tool for federal agencies and states operating federallv-funded programs
to check data sources to verify a recipient's identity, eligibility, and bank account information
before a payment is made.

Our pre-award and payment verification tools help agencies streamline business operations to
effectively fight fraud, waste, and abuse and ensure taxpayer dollars are reaching the correct
recipients.

Logging In:

‘We want to make sure you can successfully log in to the Web Portal using your Personal
TIdentity Verification (PIV) Card. Common Access Card (CAC). or LingPass Card. You may
access the Do Not Pay website (fiscal treasury gov/DNP) and select the “WEB PORTAL
LOGIN™ button to get started. For a step-by-step tutorial, watch the “How to Log Into the Web
Portal (PIV card)” video.

**To ensure your access remains active, make sure to log into the Web Portal at least once
every 120 days. After 120 days of no login activity, your access will be revoked. **

If you are having any login issues, please contact the Support Center (855-837-4391) or email
donotpay(@stls.frb.org immediately.

Do Not Pay Educational Tools:

Do Not Pay offers several trainings and resources to provide users with helpful information on
how to use Do Not Pay products. To access additional resources, go to the Help Center on the
website. We also offer custom tramning sessions for individuals or teams of people who need to
learn how to use the Web Portal.

Let Us Know How We Are Doing!

* BUREAU OF THE

N Fiscal Service

Welcome to the Do Not Pay Web Portal!

Dear New Do Not Pay Web Portal User,

Operated by the U.S. Department of the Treasury’s Bureau of the Fiscal Service, Do Not Pay
iz a governmentwide tool for federal agencies and states operating federallv-funded programs
to check data sources to verify a recipient's identity, eligibility. and bank account information
before a payment is made.

Our pre-award and payment verification tools help agencies streamline business operations to
effectively fight fraud, waste, and abuse and ensure taxpayer dollars are reaching the correct
recipients.

Logging In:

We want to make sure you can successfully log in to the Web Portal using Login.gov or
ID.me. You are only required to use one of the two options to access the Web Portal. You may
access the Do Not Pay website (fiscal treasury. gov/DINP) and select the “WEB PORTAL
LOGIN™ button to get started. For a step-by-step tutorial, watch the “How to Log Into the Web
Portal (non-PIV)” video.

**To ensure your access remains active, make sure to log into the Web Portal at least once
every 120 days. After 120 days of no login activity, your access will be revoked **

If you are having any legin issues, please contact the Do Not Pay Support Center (855-837-
4391) or email donotpay(@stls frb.org immediately.

Already Have an Account?

If you already have a Login.gov account, please ensure that vour official work email address
iz included as a veriffed email address. If you already have an ID.me account, please ensure
that your official work email address is selected as the primary email address in the account.

Please also ensure that your official work email address included on vour Login gov or ID.me
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SECTION 3: BEFORE LOGGING IN
Section 3.1 Aging Rules for Web Portal Access

To ensure the continued security of existing users and the data contained within the
Web Portal, Fiscal Service activated the CAIA Aging Rules. After 120 days of no login
activity to the Web Portal, the Aging Rules will deactivate the user, revoking Web Portal
access immediately. The Aging Rules will be activated as soon as users have been
provisioned access to the Web Portal.

e Required: Each user must log into the Web Portal at least once every 120 days
or access will be revoked.

o Notification Emails: Users will receive warning emails to notify them that
they are at risk of being deactivated due to inactivity. They will receive five
emails, the earliest being fourteen days before access is removed,
reminding them to log in to the Web Portal immediately.

o Recommended: To ensure you are logging in once every 120 days, create
a recurring reminder on your calendar.

e Regaining Portal Access: If a user is deactivated, a new user enrollment form
must be completed and signed by the AGA for that individual to regain access to
the Web Portal.

o The process to reprovision access can take up to seven days.

o If your account has been deactivated but you still require Web Portal
access, please contact donotpay@stls.frb.org immediately to begin the re-
enrollment process.

Note: If you no longer need access to the Web Portal, you should send an email to
donotpay@stls.frb.org.
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Section 3.2 PIV/CAC/LincPass Card

If you have access to a PIV/CAC/LincPass card, there are no further steps needed to gain
access to the Web Portal. Click here to move to Section 4: Logging into the Web Portal
within this Guide for step-by-step login instructions.

Example of a PIV/CAC/LincPass Card:

Urited Ststes Gavarresest

Section 3.3 Signing up with a CSP

If you don't have access to a PIV/CAC/LincPass card, you will log into the Web Portal
using a Credential Service Provider (CSP)—either ID.me or Login.gov. You will need to
create an account with one of these services or use an existing account. If you are
creating an account, you must use the same work email address that is on your User
Enrollment Form; a user cannot be enrolled using a personal email address.

If you are using an existing ID.me account, you must ensure that the email address
on your User Enrollment Form is added to the account as the primary email address. If
you are using an existing Login.gov account, you must ensure that the email address
on your User Enrollment form is added to the account as a verified email address. Click
here to create an account with ID.me. Click here to create an account with Login.gov.

Creating an account with ID.me Creating an account with Login.gov
IDme + @& TREASURY vrocincov (&) TREASURY
Create an ID.me account Create your account

Already have an ID.me account?

Sign in to ID.me

Do Not Pay Web Portal User Enrollment Guide
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SECTION 4: LOGGING INTO THE WEB PORTAL

Section 4.1 With a PIV/CAC/LincPass Card

1. Insert your PIV/CAC/LincPass Card.

2. Type https://fiscal.treasury.gov/DNP/ in the address bar and click <Enter>.
3. Click [WEB PORTAL LOGIN].

= Offc = Government

U5 DEPARTMENT OF THE TREASURY

= =
o Fiscal Service [ttt

= Z Q
Menu  Index  Search

Do Not Pay

Trusted Data to Safeguard Taxpayer Dollars

Do Not Pay has been helping agencies to address fraud and improper payments with data-driven strategies for
over a decade. In Fiscal Year 2024 alone, Treasury and Do Not Pay helped agencies to prevent, detect, and recover
$7.2 billion in potential fraud and improper payments. Join us as we work to eliminate fraud and improper
payments in government programs.

WEB PORTAL LOGIN ‘ GETTING STARTED

API DEVELOPERS LOGIN

4. A new browser tab will open.
» Click [PIV/CAC].

Jm
\\~ Do Not Pay Telephone: 1-855-837-4391  E-Mail: donotpay@fiscal.treasury, gon

Sign in using a trusted authentication provider.
Trusted providers secure digital identities and help
Sign inwith [Dume us confirm and protect your identity.

signinwith 1 LOGIN.GOV
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5. A pop-up window will open with your certificate information.
» Select a Certificate and click [OK] and then enter your PIN associated with
your PIV/CAC/LincPass Card and click [OK]. Your screen may look different
based on your web browser or Windows version.

s x
Select a certificate
Select a certificate to authenticate yourself to piv.treasury . sampleport: 123 Windows Security X
Subject Issuer Serial Epailes

User's Name ABC123456 Please enter your PIN,

PIN
I‘ pin “

Click here for more i

Gancel

Certificate information “ Cancel

6. Ifitis your first-time logging into the Portal with your PIV/CAC/LincPass card, you
will be directed to a one-time email verification screen.
» Enter your work email address that was used on your User Enrollment
Form. A verification code will be sent to that email. Enter that verification
code and click [Submit].

*
\@ Do Not Pay Telephone: 1-855-837-4391 = E-Mail: donotpay@fiscal treasury gov

If the e-mail address below is not correct, please specify the correct e-mail address and click Submit.

An email (from: no-reply@fiscal.treasury.gov) will be sent to this email address centaining a verification code.
This code is required on the next screen to verify possession of your email address.

7. Another browser window will open with Terms and Conditions. Please review and
click [Accept] to gain access to the Web Portal. This window will open each time
you login.

Terms and Conditions

I have a need to know the information in the Do Not Pay Portal in order to perform my official job duties. | agree only to access the
data that is necessary to perform those duties. | will not access Do Not Pay for fraudulent purposes. | acknowledge that browsing, or
any unauthorized access of Do Not Pay data, constitutes a serious breach of the confidentiality of that information and may be
subject to criminal and civil penalties.

1 will make no unauthorized changes to data delivered to me from Do Not Pay. I will not use the information obtained from Do Not
Pay, either inadvertently or deliberately for personal gain (for example, o initiate unauthorized refunds/ payments, or to wrongfully
grant/deny rights, benefits or privileges).

While assessing and researching this site, | may be alerted to information on persons, entities, firms or subcontractors with whorm |
have a direct or indirect financial interest. In the event that | suspect or later become aware of a conflict of interest or financial
interest, | agree to report this immediately to the appropriate Federal agency ethics official

When | no longer have an official need for the Do Not Pay information, | will request that my access to the site be terminated.

1 will not disclose any information from Do Not Pay to any person. Any disclosure of failure to
disqualify myself from participation in any decision process in which | have a financial interest, or use of Do Not Pay for other than
the specific authorized purpose may result in an investigation that could lead to disciplinary actions and other consequences

including the loss of Do Not Pay access.
Decline ‘ Accept

Do Not Pay Web Portal User Enrollment Guide
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Section 4.2 With CSP (ID.me or Login.gov)

1. Type https://fiscal.treasury.gov/DNP/ in the address bar and click <Enter>.
2. Click [WEB PORTAL LOGIN].

i n z
= Fiscal Senvice [ C e o

A \‘3 qﬂ ot U Jﬁ»
i%ﬁ (J%A X & (N1

Do Not Pay

Trusted Data to Safeguard Taxpayer Dollars

Do Not Pay has been helping agencies to address fraud and improper payments with data-driven strategies for
over a decade. In Fiscal Year 2024 alone, Treasury and Do Not Pay helped agencies to prevent, detect, and recover
$7.2 billion in potential fraud and improper payments. Join us as we work to eliminate fraud and improper
payments in government programs.

WEB PORTAL LOGIN ‘ GETTING STARTED

API DEVELOPERS LOGIN

3. A new browser will open.
» Click [ID.me] or [Login.gov] corresponding to the account you have.

B= An official website of the United States government

Jm
¥ Do Not Pay Telephone: 1-855-837-4331 | E-Mail: donotpay@fiscal treasury.gov

Signin Wilhﬂ PIV/CAC Signin using a trusted authentication provider.
Trusted providers secure digital identities and help

us confirm and protect your identity.

sign inwith |D.me

Signinwith ! LOGIN.GOV
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4. If you click ID.me, you will be directed to their sign-on screen to input your email

address and password.

ID.me + & TREASURY

SignintoID.me

Email

Enter your email acidress |

Password

Enter password

5. If you click Login.gov, you will be directed to their sign-on screen to input your
email address and password. After signing in, you will be routed to the Web

Portal.

Groaincov  F) TREASURY

8 o®

U.S. Department of the Treasury -
Acceptance is using Login.gov to
allow you to sign in to your account
safely and securely.

Email address

First time using Login.gov?

[ Create an account ]

1 in with vour government smployee D

6. After signing in, you must review and click [Accept] on the Terms and Conditions

screen to gain access to the Web Portal.
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SECTION 5: WEB PORTAL HELPFUL RESOURCES

For assistance with navigating the Web Portal, you can click the “Help” icon to access
helpful information once you log in.

1. Click on the E] (upper right corner) icon. A pop-up will open.

ILR Do Not Pay Web Portal
B n Announcements Hello, v
- Online Search

Single Search
Q

Enter SSN/EIN/TIN Enter First Name Enter Last Name

2. You can click between the tabs in the pop-up to access various information.

a. The "Help” tab will provide helpful search and match information based on
which module you have selected.

b. The “User Guide"” tab will give you access to a complete Web Portal User
Guide.

c. The "Data Sources” tab will include descriptions on all the available data
sources in the Web Portal.

d. The “"Contact Us" tab will provide information on who to contact depending
on the issue occurring.

Help User Guide Data Sources contact Us
Online Search/Home Page ~
Search:
In order to conduct an Online Search, enter one of the following combinations of search criteria

» Social Security Number (SSN)/Employer Identification Number (EIN)/Taxpayer Identification Number (TIN)
and First Na nd Last Nam
= Unique Entity Identifier(UEI)
+ First Name st Name
+ SSN/EIN/TI Business Name
andEFT Indicator
+ UEl andBusiness Name

1d Electronic Funds Transfer Indicator (EFT Indicator) end Business Name

+ SSN/EIN/TIN

Do Not Pay Web Portal User Enrollment Guide
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SECTION 6: TROUBLESHOOTING

Section 6.1 Unable to Log into the Web Portal

a. Verify the URL is correct. (https://fiscal.treasury.gov/DNP/)

b. Do not use Internet Explorer. You may use Microsoft Edge, Google Chrome, or
Firefox.

c. Delete Temporary Internet Files and Cookies from your browser.

d. After re-opening your browser, please type https://fiscal.treasury.gov/DNP/
manually into your address bar.

e. If you are logging in with PIV/CAC/LincPass and are getting prompted for a
PIV/CAC/LincPass certificate, make sure you are choosing the correct certificate
from the certificate box.

f.  Verify you are inputting the pin that you had set up for your PIV/CAC/LincPass
Card in the Password screen.

If you are still receiving an error when trying to log in, screenshot the error message
and email your name with the screenshot of the error to the Support Center at
donotpay@stls.frb.org or call (855) 837-4391 for assistance.

Section 6.2 Issues on Downloading Text or Excel Files with
Existing Browser

If the existing browser that is being used is preventing you from downloading a text or
excel file, ensure that the browser settings under the Security section that reads "Do not
save encrypted pages to disk” is checked. It depends on the browser version in use
where this setting is located. Please see example below for Microsoft Edge.

Do Not Pay Web Portal User Enrollment Guide
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e Go to Tools-> Internet Options -> Advanced Tab -> Security

Internet Properties ?

General Security Privacy Content Connections Programs —Advanced

Settings

Enable alternative codecs in HTMLS media elements™ ~
Enable automatic image resizing
Play animations in webpages™
Play sounds in webpages
[[] show image download placeholders
Show pictures
8 security
[ Allow active content from CDs to run on My Computer*
[ Allow active content to run in files on My Computer*
[ Allow software to run or install even if the signature is invi
[ Block unsecured images with other mixed content
[ Check for publisher's certificate revocation
[ Check for server certificate revocation™

[ Check for signatures on downloaded programs
< >

*Takes effect after you restart your computer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
Reset...
condition,

‘fou should only use this if your browser is in an unusable state.

@@ Some settings are managed by your system administrator.

a0y
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SECTION 7: SYSTEM REQUIREMENTS

This section details the system and configuration requirements necessary to use the

Web Portal.

Requirement Type
System

Details
e Web Browser: Microsoft Edge, Google Chrome, or Firefox
Note: Microsoft Edge Native Mode which emulates Internet Explorer is
not supported by the Web Portal.
Also, please do not use the back button on your browser within the Web
Portal. The navigation pane on the left side of the Web Portal may be
used to return to a previous page.
e Adobe Reader
e Entrust Root Certificate: The Entrust (2048) Root Certificate must
be installed in the “Trusted Root Certification Authorities”
certificate store on the “local machine” (all user profiles) for the
workstation. This certificate is normally installed by default with
Internet Explorer. If it has been removed, you will need to have
your agency reinstall the certificate.
Microsoft Excel versions 2007 and later
Internet Options Security Settings
Active USB Port
Windows Resolution: 1280 x 1024 or higher

PIV/CAC/LincPass Users with Personal Identity Verification Cards (PIV, PIV-I, CAC, and
Card LincPass), have the ability to access the Web Portal with their Card.

e Must have an active card reader
CSP Access Users without access to PIV/CAC/LincPass will need to create an account

or use an existing account with either ID.me or Login.gov.
e A user must use the same work email address that is included on
their User Enrollment Form when creating a new CSP account. A
personal email address cannot be used.

If a user has an existing ID.me account, they can use it to access the Web
Portal. Please ensure that your official work email address is selected as
the primary email address in the account and matches the email address
captured on the User Enrollment form.

If a user has an existing Login.gov account, you can use it to access the
Web Portal. Please ensure that their official work email address is included
as a verified email address in the account and matches the email address
captured on the User Enrollment form.
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SECTION 8: FREQUENTLY ASKED QUESTIONS (FAQs)

Q. What does it mean that I've been selected to be a user in the Web Portal?

Q.

A. Your position plays a vital role in the payment cycle at your agency. As part of
your agency's ongoing efforts to reduce improper payments, your agency is
verifying their payments through the Web Portal. Contact your Authorizing
Official to obtain additional details. If you are unsure who your agency
Authorizing Official is, please call the Support Center at (855) 837-4391 and they
can assist you.

Will | need to make an account with both ID.me and Login.gov for me to
authenticate my access to the Web Portal?
A. No. You are required to create an account with either ID.me or Login.gov.

Can | use a personal email address when creating my ID.me or Login.gov
account for Web Portal access?

A. No. You are required to create an account using your official work email address
to access the Web Portal. Please ensure that the email address used to create your
ID.me or Login.gov account matches the email address on your User Enrollment
Form.

Can | use an existing ID.me or Login.gov account to access the Web Portal?

A. Yes. If you already have an existing ID.me account, please ensure that your official
work email address is selected as the primary email address in the account. If you
already have an existing Login.gov account, please ensure that your official work
email address is included as a verified email address.

What do | need to do if my Web Portal access is deactivated, but | still
require access?

A. Any individual whose access is deactivated with the CAIA Aging Rules will need to
be re-enrolled with a new user enrollment form signed by your Access Group
Administrator. The process to reprovision access can take up to seven days.

How do | learn how to use the Web Portal?

A. You can use the resources provided in the Web Portal or go to the Help Center on
the website to access various videos and guides. The Do Not Pay team is also
available for training and demos.

What if | have a question about my match results in the Web Portal?

A. Send an email to DoNotPay@fiscal.treasury.gov. Do not send Personally
Identifiable Information (PIl) or screen shots with PIll via email.
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