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Things to consider before starting the process:

e Determine if you already have an identity comprising a Single Sign-On (SSO) User ID and password to
access Treasury applications.

e You must determine what level of access (TCIS role) you need to perform the business functions
associated with your position, as well as whether you need access to all ALCs or a specific subset.
Generally, this guidance is provided by your supervisor.

e Additional information and guidance is available in Appendix A of this guide or the Roles and
Functions page of the TCIS website: https://fiscal.treasury.gov/tcis/roles-functions.html

e |dentify the supervisor who will need to approve your TCIS role request.

Steps to establish a TCIS account:

1. Establish an identity, which is a Single Sign-On (SSO) User ID, to access Treasury services as outlined in
Section |. If you already use an identity to access Treasury services, you may bypass this step.

2. Submit a request for a TCIS account via ISIM using the steps outlined in Section Il.
3. Obtain the necessary approvals for a TCIS account request and receive email confirmation that the account

has been established, as illustrated in Section Il. This is the last step for FRB and IRS users; individuals in
these areas are now ready to access the TCIS application.
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Section L. Link or Create Single Sign-on User ID to PIV credentials

Steps to Create an Identity — Single Sign-On (SSO) and PIV linking:

1. Remove all certificate-based credentials from the workstation (e.g. hard tokens, USB-based certificate

credentials) and insert your PIV Card in the reader.

2. Navigate to the CASS Home Page: https://piv.treasury.gov/cass/

3. A certificate will be requested (choose the certificate you normally use for authentication) and the PIN.

Enter the correct PIN for the correct credential.

Windows Securty

' Confirm Certificate
Confarn the certfecabe by ebelang D B this o ~et e cotnect ot ate
click Cancel

| Adberio Jose A Clavedillas {~
I Bauer: OCI0 CA ’
Wikt Fresre 4/15/2004 10 471472017

= Chok here 8o yitw cormdcgle proge.

! o] [ ] |

Whinderar Securty F:{

Select a Certificate

] Signing Certificate - Timoth...
k Ul Bwoes Social Security Admaniratio...
{ alid Frome L724/2014 to LEV20LT

Authentication Certificate - ..

Esuen Social Secunty Admanisiratio...
Walid Frome 2704/ 5114 eo 173003017

thilooD1
Bawer: Fracal Service
i Walid Frome 910/ 2015 o 91172018

| tkilco0l
e Frcsl Sendice
A | Walid Frome 1L/7/2013 to 11/7/2016

[ox ][ comcei
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Select a Certificate

il iy, ITEASUNY. Qv Febeds your credentiabe

Authentcation - Alberto Jose A Clyvedillas
{affiliate]

Bsper: DCI0 CA
Vakd From: 1/25/ 2007 1o 4032019

Chak heere 10 view CoMfBcate pragerings .
Windows|10
Mo chioices
oK Cancel
Whndcws Securtty b

Select a Certificate

Sife accphvireasunygov nesds your credentiabs

Authentication - Mbens Jose A Clavecillas
{aMfiliate}

BEauen OO0 CA
Malid From: 1/25/2017 10 4/3/2019

Chck here fo view certificate properties

H..1nr|- chices
T AR T e
Valid From: 1/25/2017 o 4/3/2019

ey Authentication - BFSTest PPSBE

suer: Development OO0 CA
Valid From: 5/6/2015 to 5/5/2018

Authentication - BFSTest PPSDL
Issuer: Development OCIO0 CA
Walid From: 5/23/2016 to 5/22/201%

Windows

‘oK Cad

10
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4. If there are multiple certificates such as shown and the user is unsure about which certificate to choose,
click on the label of the certificates “Click here to view certificate properties” or click on “More Choices”.

I Valid From: 4/15/2014 to 4/14/2017 Windows Security x
—_ lick h vi ifi

Select a Certificate

| OK Cancel ] Site piv.treasury.gov needs your credentials:

Authentication - Alberto Jose A. Clavecillas

(affiliate)
Issuer: OCIO CA
Valid From: 1/25/2017 to 4/3/2019

Click here to view certificate properties

More choices

OK Cancel

5. The Certificate Properties window will open. Click on details.

Certificate Details ﬂ

General | Detgis | Certification Path |

-] Certificate Information

This certificate is intended for the following purpose(s):
*2,16.840.1.101.3.2.1.5.4
+2,16,840.1,101.3.2.1,3.13
» All application polides

Issued to: Alberto Joze A. Clavecillas (affiiate)

Issued by: OCIOCA

L valid from 4/ 15/ 2014 to 4/ 14/ 2017

I ' You have a private key that corresponds to this certificate. ‘

Learn more about certificates
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6. Once the Details Tab is displayed, scroll down on the first/top pane until the Enhanced Key Usage is shown.
Select this option and check the bottom pane if Client Authentication is one of the Key Usage. If Client
Authentication is shown, this is the correct certificate to use.

~
Certificate Details g

| General | Details | Certification Path

Show: [<Al> *
Field Value i
mSub]'ect Alberto Jose A. Clavecilas (aff...
[=] Public key RSA (2048 Bits)
@Ceru‘ﬁete Policies [1]Certificate Policy:Policy Ide... | |
53 Enhanced Key Usage Smart Card Logon (1.3.6.1.4.... [E=
@2.16.340.1.101{3.6.9{1 0101fF b
.ﬂuihorit'yr Information Access  [1]Authority Info Access: Acc...
Sub]'ect Alternative Name QOther Name:Principal Name=A. ., i
ml’"ﬂl Miiztribu tinn Pninte MR Nictribe rinn Points Cictr i

Smart Card Logon (1.3.6.1.4.1.311.20.2.2) W
Client Authentication (1.3.6,1.5.5.7.3.2) .
Any Purpose (2.5.29.37.0)

= S Sw TS aS 3

Edit Properties. .. Copy to File...

Learn more about certificate details

M ==

7. Choose the correct certificate and the PIN may be requested.

Microsoft Smart Card Provider
Please enter your PIN.

‘LE [T: 1

Click here for more information

Page 5 of 38




Treasury Check Information System (TCIS)

User Enrollment Guide
8. The CASS screen will be shown and choose one of the following options:

e Choose “l do not have a Fiscal Service SSO Account” if you have never registered for a Fiscal
Service Single Sign-on account or UserID

e Choose “I need to link my PIV or PIV-I cert to an existing Fiscal Service SSO account” if you
already have a Fiscal Service Single Sign-on account or UserID

-
@ ops povemu 0 = @& © QU Deparirnert of the Trea., *

25 SINGLE
@y SIGN N

Manage ldentityiAccount Contact

|40 Dot haove & Fiscal Senace So0 actount

Lnoed 0 ok oy FY of PV ced 1o an eosting Fiscal Seonoe 530 accout

WARNING: This rystem contaim U5, Goveryment Data. Unauthorized use of this system is prohibited,

This computer Sy5em. ncuang Ml related eQuiprent. Fetvorcl. 2NG NIt Sedces (SReIBCMl NOuang Intieme Jcess) de
provsded ondy bor sutheazed U S Commmant use US Commment computir systems may be mondicrediorn ail Lawdal purposes.
Inciudngio snauns Il Meir uBe is JURorzed, Sor managementcl e syaiem 10 facifate protechon a0akS! UNICNS KCCELS, A0d
9 ey spCurily pracedres . B op: o sy 3 MCSes 30 SEMCKS by Porzed U S Gowmment
animed 1 BE of vty T Secunty of il System. Dusing moniionng mm. Beb SEITNASQ, (G000, SO Sh Uad ol
aulhorsed perposns. Al inkirmalon mduang panonal informaden, placed o sl overes sshem may be Mondorrd

Wt of Tl compuler 5 10T JUMQIDH] of Wnaulirand. constiates mnmumﬁm e Lnaumsraed uae May
subjed ey b ovmingl drosecubon Evdence of ussut 3 g g be used for pimenisratve. cemingl
O SV SOV B0 Use of s ayatem g e Pl

Use of fus syster mpbes undentandng of Pase g and conddons
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9. Depending on the option chosen, CASS may request other information such as First Name, Middle
Name, Last Name and official (agency) email address. Please fill out and click Submit.

3 SINGLE
. SIGNCON
Mansge iasnutyiaccaunt  Contacs

Enter your personal information.
*Legal First Name.
Legal Middle Name:
*Legal Last Name: ]
Legal Generation Qualifier (Jr. Sr. I} SINGLE
*Sponsoring Application [Mainframe v SIGN N

*Oifice Phone: No Dashes{5552223333) |

B Eonnii: [ Manage Identity/Account  Contact

Phone Country Code 1

*Office Street Address Enter your personal information.

*Office City “Legal First Name:

*Office State | Or Legal Middle Name: ]

*Office Zip/Postal Code: [ -~ “Legal Last Name: ]

Cires ounty [Country - *Official Email Address | 1 Submit |
Organization General Services Administration v/ ===

| Subo |

WARNING: This system contains U.S. Government Data. Unauthorized use of this system is prohibited.

This computer system, including al related equipment, networks, and nefwork devices (specieally including Intsmet sccess) are provided
only for authorized U.S. G it use. U . Government computer sysiems may be moniored for al lawtul purposes, including to
ansure that thee use fs for managemant of the system. o fac itate profes ion against unauthorized actess, and to verlly
security procedures, sur ‘anc opsrationai securty. Monitoring includes actve aftacks by suthorzed U S, Government entibes to
test or verity the securty of this system, Duning monionng. information may be examined, recarded, £opied and used for suthortzed
purpases. Al infarmation. including personal information. placed or sent overihis system may be monitored.

Use of tis computar system, authorizad o UnaLtharized, consttutes consant fo manioring of this i
minal prosecution. Evicance of caecte g may be used &

jstem. Unauthorized usa may sudject
. or.
tion. Use of this sysiem constitules consent i manfonng for Hese pposes.

. criminal, or omer

10. CASS will send a registration link to the email address on the PIV credentials.

SINGLE
SIGNCON

Contact

A one time registration link has been sent to the email address you provided. Please use that link to
complete your registration within 24 hours.

11. Once you receive the email, click on the link provided, you may be directed to select three (3)

questions, check the box next to each, and enter/confirm your Responses to each. Click the Save My
Questions and Responses button when completed.

* .. - BUREAL OF THE
- Fiscal Service

Change Challenge/Response

Change Challenge/Response - Select and Provide Responses to Questions

If you forget your password or your password expires, you can choose to use our Self-Service Account/Password Reset process to reset it by dicking on the Forgot Passwerd link on the login page. This process will ask
You ta provide the responses to the Challenge/Response questions you set up when you first

process requires. Select and provide responses to any 3 of the challenge questions below. Please
ara G ive responses to any 3 of the
Select Question

d your account, This screen allows you to provide the responses that the Self-Service Account/Passiord Resst
ure that each respense is unique and at least 3 characters long and then click Save My Responses, Mote: Responses
below, ensuring each respense is unique and at ls=st 3 characters long, 2nd then click Submit, Note that responzes are letter czse-inzensitive.

Response

Confirm Response
W e i

[ what was the name of the streer you lived on when you grew us?

[] what was the name of the company or arganization where you held your first jo5?
[T what was the name of the city where you were born?

| I b e e oF your first pet?

[ what was the modsl of your first 2utomosile?

Save My Questions & Responses || Cancel |

Prival
ury - Bureau of the Fiscal Service
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12. Enter information in the Shared Secret field (at least three characters) and re-enter it in the Confirm
Shared Secret field. Click the Save My Shared Secret button when completed.

Your Sharad Secret is used by the Help Desk personnel to verify your identity when you call them, At that time, you need to to provide
that the shared secret is at least 3 characters long and then click Save My Shared Secret button.

Shared Secret Confirm Shared Secret

| l

Save My Shared Secret Cancel

13. A successfully saved message will display. Close the browser window.

14. Log into ISIM https://isim.fiscal.treasury.gov/itim/self with your PIV.

15. On the home screen, select “Change Password” to update your ISIM account password. (If
you had a Single Sign on before linking your PIV, you can skip this step.

My Password Change Password
A Use this link to change your passwords.

]
— Change Forgotten Password Information
Use this link if you need to change the information required to log

in when you have forgotten your password.

Change Account Password
Use this link to change account password for accounts that are
excluded from password synchronization.

16. Create a password for your Single Sign on and select “OK”.

Change Password

Select the accounts to be affected by the password change, then review the criteria for the new password, then specify a new password in
the fields below and click OK to change your password. Click the Cancel button to cancel without changing your password.

b 1. Select my accounts that will be affected by this password change.
b 2. Review the criteria for my new password:

3. Change my password
New password:

New password (confirm):

|
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Section II. Request a TCIS Account - External
The following steps outline the process to request a TCIS account. Login to your ISIM Single Sign On Account
(https://isim.fiscal.treasury.gov/itim/self).

1. Click on Request Account.

My Password Change Password
A Use this link to change your passwords

- Change Forgotten Password Information
Use this link if you need to change the infermation required te log in when you have forgotten your password.

Change Account Password
Use this link to change account password for accounts that are excluded from password synchronization.

—

My Access Request Accok

Request a new account.
=)

Delete Account
Delete one of your existing accounts.

View or Change Account
Change cne of your existing accounts

My Profile View or Change Profile

ﬁ View and edit your personal profile.

2. On the Request Account page, enter “TCIS” in the Search for: field, then click the Search button.

Request Account

Enter information to search for the type of account

ould like to request.

Search for:

| ' Search

Go to Home Page

3. Select TCIS from the Account Types list that appears in the Search Results field.

Request Account

Enter information to search for the type of account you would like to request.

Search for:

TCIS Search

Search Results
Click the account type that you would like to request.

e

Account T
TCIS

Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.
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Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.

4. On the Account Information page, click the Search button next to the TCIS ALC List to view the selection
of valid ALCs.

Note: You cannot type an ALC into the field; you must use the search feature.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

AlLCs User ID

External User

TCIS ALC List

TCIS Symbol List

I =]

Vo>

*Note: Agency Location Codes (ALCS) are numeric symbols identifying the agency accounting and/or reporting office. To ensure you
are selecting the correct ALCs, please refer to your management and/or accounting department.

5. Enter all or part of the desired ALC in the Search for: field and click the Search button.

Note: If you enter only part of the desired ALC, the search results will include all ALCs that contain that particular string of numbers. The system
defaults to the alcagencylocationcode in the Search by: field; it is recommended that users do not change this default selection.

Search for TCIS ALC List

Enter information to search for a TCIS ALC List.

Search by:
| alcagencylocationcode

Search for:
1123 x [ Seart

Back to Account

Page 10 of 38




Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.

6. Select the checkbox next to the ALC you want to select from the list that appears in the Search Results box

Treasury Check Information System (TCIS)
User Enrollment Guide

and click on the OK button.

Note: If you need access to multiple ALCs and they do not appear on any of the pages in your search results, repeat steps 4-6 until all desired ALCs are

selected.

Search for TCIS ALC List

Enter information to search for a TCIS ALC List.

Search by:

| alcagencylocationcode w

Search for:

[ooo03123 [Search ]

Search Results
Click below to select from the search results.

Select All Name
00003123

age 1 of 1 Total: 1 Displayed: 1 Selected: 1

Cancel

7. The ALC(s) you selected will populate in the TCIS ALC List box.

Page 11 of 38
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Type the requested information below. When you are done specifying information on each tab, click Next.

AlLCs User ID
External User
TCIS ALC List
00003 Search

TCIS Symbol List

L T
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Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.

8. Enter information in the TCIS Symbol List only if you are requesting a Non-Treasury Disbursing Office
(NTDO) Headquarters Office role (i.e., a role starting with “NTDO”).

NOTE: Skip this step if you are not requesting a NTDO Headquarters role. Refer to the list of Headquarter Codes for NTDOs below, then type correct
code into field.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

ALCs User ID
External User
TCIS ALC List
00003123 | Search |

TCIS Symbol List

‘

o>

Headquarter Codes for NTDOS

Headguarter Code Description Headguarter Criteria

HDOD Department of Defense DFAS (Registers 61, 62, 63, 64)
HAF Air Force Ragister 61

HAR Army Ragister 62

HMNA Mavy Ragister 63

HOE Corps of Engineers Ragister 64

HDOS Department of State Ragister 2

HMAS . 5. Marshals Service Ragister 4

HC Administrative Office of the U5, Courts Register 7|
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Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.

9. To add roles and a supervisor, select the External User tab. Select Search to select an external user role.
You can type in the complete name of the desired role or a portion of the leading characters such as “FPA” to
see a display of the Federal Program Agency roles, or you can leave the External User Roles field blank and
click Search to view all available roles.

Note: Only one role can be selected and assigned to your account. To determine the appropriate role for you, seek guidance from
your supervisor and/or view the information available in Appendix A of this guide starting on page 35 or at
http://www.fms.treas.gov/tcis/roles.htmi.

Account Inform

tion below. When you are done specifying information on each tab, click Mext.

Type the requested infor

AlCs External User Roles

External User ﬁ‘|| Search || | |

COTS Applications External

Search
EEEE]

TCIS Supervisor

| Search | | |

| <Back | | Next> |

10. If you know the exact name of the user role, type in the name and click Search, and only roles matching

that text will appear.

Search for

NTDO | Search
Example:
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Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.

Only those roles containing the search criteria of “NTDO” will display (see example below).
Name
NTDO-H-IV
NTDO-H-IV-UCC
NTDO-H-TCDOM
NTDO-H-TCDOM-IV
NTDO-H-TCDOM-IV-UCC
NTDO-IV
NTDO-IV-UCC
NTDO-TCDOM
NTDO-TCDOM-IV
NTDO-TCDOM-IV-UCC
Page1of1 Tota: 10  Displayed: 10

Back to Account

If not, leave the search field blank and click on Search, and all available roles will appear.

Search for External User Roles

Enter information to search for a External User Roles.

Search by:
Full name v

Search for:

| | Search |

Search Results
Click below to select from the search results.

Hame
FPA-Agency-1V
FPA-Agency-1V-UCC
FPA-H-IV
FPA-H-IV-UCC

FRA_Canarnienr

11. Select a role by clicking on its name in the Search Results pane. The selected role will populate in the
External User Roles field.
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Note: Only one External User Role may be assigned to each user. Most command roles for Federal Agencies are “FPA-Agency-IV” or
“FPA — Agency-IV-UCC”. The External User Role is also required in addition to any COTS Application External role

Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.

Account Information

Type the requested information below. When you are done specifying information on each tab#fick Mext.

AlLCs

External User

External User Roles
FPA-Agency-IV
COTS Applications External

Search y

TCIS Supervisor

Search
EEE

| Search | | |

| <Back | | Next> |

12. To add a COTS Application External role, click Search to view all available roles.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

ALCs

External User

External User Roles
FPA-Agency-IV
COTS Applications External

TCIS Supervisor

iy b

Search

)

g

< Back MNext =

13. The available dashboards will display, select by clicking the check box next to the name. The selected role

will populate in the COTS Application External field, click OK.
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Search for COTS Applications External

Search Results
Click below to select from the search results.

Name

¢
i
>

Dashbosrd-Cancellstions

O O

Dashboard-Reclamations.

Page 1of 1 Total: 2 Displayed: 2 Selected: O

14. Select the TCIS supervisor who will be responsible for approving your TCIS account request. Select

Search.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

ALCs External User Roles
External User FPA-Agency-IV l:l
COTS Applications External
Dashboard-Cancellations Search
Dashboard-Reclamations
TCIS Supervisor
o]

Vo>

15. Select the TCIS supervisor by clicking on the name in the Search Results. The selected TCIS Supervisor

name will populate the TCIS Supervisor field.

Search Resuits
Bk bedow 10 select o= the sesrch resulls

Search for TCIS Supervisor [—
Enter information to search for a TCIS Supervisor ARACLI
pregs My
Search by —
Full name - o
Search for Beasie o
| |Search| Page fof1  Totak§ Daplayed &
Results:
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Note: The system searches by full name by default. You can type information in the Search for: field (e.g., last name or
partial information) or leave the field blank to view all supervisors available in the system. If you want to narrow your
search further and your supervisor has a common name, change the Search by criteria to email address instead, if known.

If your supervisor is not listed in the drop-down box, you must request them to be added as a supervisor for your agency to
approve your account request by completing a Supervisor Designation Form at http://fms.treas.gov/tcis/forms.html. To
access the form, scroll to the bottom of the page and select “Getting Started”. Under “Enrolling as a Supervisor”, select
Supervisor Designation PDF. In this situation, you must abort the partially completed account request, log out of ISIM, and
wait until the supervisor has been designated before attempting to reinitiate the request.

Upon completion of the Supervisor Designation Form, please talk with your management and have them submit the form
to the Treasury Support Center (TSC) via email at TCIS_TSC@stls.frb.org or by fax to 866-707-6574 as soon as possible. It
can take up to 48 hours to complete processing of the form, at which time the newly-designated supervisor will be available
for selection in the system.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

ALCs External User Roles

External User FPA-Agency-IV l:l

COTS Applications External

Dashboard-Cancellations Search
Dashboard-Reclamations

[So=r] [

Vo>

16. Click the Next button to proceed with submitting the request.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Mext.

ALCs External User Roles

External User FPA-Agency-IV |:|

COTS Applications External

Dashboard-Cancellations Search
Dashboard-Reclamations

TCIS Supervisor
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17. Click on the Request Account button to submit the request for the TCIS supervisor approval.

Request Account:TCIS

Click Request Account to submit a request for a new account on TCIS QA

User ID: tluser09
Account type: TCIS
Ownership type: Individual

[£Back] | RequéstAccount | [ Cancel

After you submit the request, you will receive the Request Detail information, including the Request ID. This

ID will be used to research your request if you should have questions or issues. To see the status of your

request, you can click the View my Requests link found under the Related Tasks header on this page or on

the Self-Service home page.

Request Submitted: Request Account

You have submitted a request. Below is the information available to you at this time.

Request Detail

Request ID: 5353103602591669505
Date submitted: May 10, 2018 8:42:36 AM
Request type: Account Add

Atcount/Access: tluser09 on TCIS
Cwnership type: Individual

Related Tasks

To check on the status of your request, refer to the View My Requests page.
To create another request, click on Reguest Account.
To perform other tasks go to the IBM Security Identity Manager Home page.

Section III. Request a TCIS Account - Internal
The following steps outline the process to request a TCIS account.

1. Click on Request Account.

My Password Change Password
A Use this link to change your passwords

Change Forgotten Password Information
Use this link if you need to change the infermation required te log in when you have forgotten your password.

Change Account Password
Use this link to change account password for accounts that are excluded from password synchronization.

My Access

E

———

Request Accoﬂ’—
Request a new account.

Delete Account
Delete one of your existing accounts.

View or Change Account
Change cne of your existing accounts

My Profile

View or Change Profile
View and edit your personal profile.
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2. On the Request Account page, enter “TCIS” in the Search for: field, then click the Search button.

Request Account

Enter information to search for the type of account

ould like to request.

Search for:

| &~ Search

Go to Home Page

3. Select TCIS from the Account Types list that appears in the Search Results field.

Request Account

Enter information to search for the type of account you would like to request.

Search for:

[TCIS Search

Search Results
Click the account type that you would like to request.

Account Type -

ICIS —

Note: While executing Steps 4 — 12 refrain from clicking the Next button as it will prompt you to submit the request prematurely.
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4. On the Account Information page, click the Search button next to the TCIS ALC List to view the selection
of valid ALCs.
Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

ALCs User ID

Intemal User

TCIS ALC List

W

TCIS Symbol List

| <Back | | Next> |

Note: You cannot type an ALC into the field; you must use the search feature.

5. Enter all or part of the desired ALC in the Search for: field and click the Search button.

Note: If you enter only part of the desired ALC, the search results will include all ALCs that contain that particular string of numbers. The system
defaults to the alcagencylocationcode in the Search by: field; it is recommended that users do not change this default selection.

Search for TCIS ALC List

Enter information to search for a TCIS ALC List.

Search by:
| alcagencylocationco

Back to Account
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6. Select the checkbox next to the ALC you want to select from the list that appears in the Search Results box
and click on the OK button.

Note: If you need access to multiple ALCs and they do not appear on any of the pages in your search results, repeat steps 4-6 until all desired ALCs are

selected.

Search for TCIS ALC List

Enter information to search for a TCIS ALC List.

Search by:

| alcagencylocationcode W

Search for:

[poo03123 [Search |

Search Results
Click below to select from the search results.

Select All Name
: 00003123
Page 1 of 1 Total: 1 Displayed: 1 Selected: 1

7. The ALC(s) you selected will populate in the TCIS ALC List box.

Account Information
Type the requested information below. VWhen you are done specifying information on each tab, click Next

AlCs User ID
Intemal User
TCIS ALC List
qunza W

TCIS Symbol List

o>

8. To add roles and a supervisor, select the Internal User tab. Select Search to select an internal user role.
You can type in the complete name of the desired role or a portion of the leading characters, or you can leave
the Internal User Roles field blank and click Search to view all available roles.
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Note: Only one role can be selected and assigned to your account. To determine the appropriate role for you, seek guidance from
your supervisor and/or view the information available in Appendix A of this guide starting on Page 35 or at
http://www.fms.treas.gov/tcis/roles.htmi.

Account Informafion

done specifying information on each tab, click Next.

Type the requested infyétion below. When you a
ALCs /Internal User Roles \
Internal User | Search

COTS Applications

Search
EEEE

User's Manager/COTR

< Back | | Next> |

Leave the search field blank and click on Search, and all available roles will appear.
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Search for Internal User Roles

Enter information to search for a Internal User Roles.

Search by:
|Fu|| name W

Search for:

| Search

Search Results
Click below to select from the search results.

;

FMS5-Accounts Branch
EM5-Claims
EM5-Claims-0O0M

FM 5-Claims-UCC
FMS5-FPD-Director
EM5-Profiler
EM5-GDE
FMS5-Reclamation
FMS5-Recon Manager
EM5-Recon Supervisor
EM5-Recon Technician
FPA-Agency-IV
FPA-Agency-IW-UCC
EPA-HAV
EPA-HAV-UCC
FPA-Supervisor
FPA-Supervisor-UCC
FRE-CEAF
FRE-CBAF-Fire-Call
TDOv

TDO-TCDOM
TDO-TCDOM-IV
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9. Select a role by clicking on its name in the Search Results pane. The selected role will populate in the
External User Roles field.

Note: Only one User Role may be assigned to each user. The User Role is also required in addition to any COTS Application role

Account Information

Type the requested information below. When you are done spegj

information on each tab, click Next.

AlLCs

Internal User

Internal User Roles/
FMS-Reclamation

COTS Applications

| Search | |Clear|

User's Manager/COTR

Search
[Deletei]

<:Bau:k| |Next:=-|

10. To add a COTS Application role, click Search to view all available roles.

Account Information

Type the requested information below. When you are done specifying information on each tab, click Next.

AlCs

Internal User

Internal User Roles
FMS-Reclamation

COTS Applications

/

Search Clear,

User's Manager/COTR

I Search I
LEEE

< Back | [ Next >
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11. The available dashboards will display, select by clicking the check box next to the name. The selected role
will populate in the COTS Application field.

Search for COTS Applications

Search Results
Click below to select from the searc

_. Dashboard-Cancellations
Dashboard-C5B-ACH-Receipt
Dashboard-CSB-Call-Canter
Dashboard-CSB-Clerical
Dashboard-CEB-LAS
Dazhboard-C5B-Manager

Dashboard-CSB-Senior

I_I S -D-LEYU AR SpeuiEsL
| Storer-RB-Manager

] Storer-RE-RE-ALL

Page 1 of 1 Total: 60 Dizgplayed: 60 Selected: 1

m Cancel

12. Internal Users should see their Manager/COTR displayed automatically. Click the Next button to proceed
with submitting the request.

Account Information
Type the requested information below/Nhen you are done specifying information on each tab, click Next.

ALCs Internal User Rol

Internal User FMS-Reclamatig Clear
COTS Applicatighs
Dashboard-Cghcellations

[D2EE

User's Manager/COTR

< Back l Next = I‘v’
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13. Click on the Request Account button to submit the request for the TCIS supervisor approval.

Request Account:TCIS

Click Reqguest Account to submit a request for a new account on TCIS QA.

User ID: tluser09
Account type: TCIS
Cwnership type: Individual

[£Back] [ RequéstAccount | [ Cancel

After you submit the request, you will receive the Request Detail information, including the Request ID. This
ID will be used to research your request if you should have questions or issues. To see the status of your

request, you can click the View my Requests link found under the Related Tasks header on this page or on

the Self-Service home page. The status should read In Process next step will be pending your Supervisor’s

approval.
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Request Submitted: Request Account

You have submitted a request. Below is the information available to you at this time.

Request Detail

Request ID: 5353103602591669505
Date submitted: May 10, 2018 8:42:36 AM
Request type: Account Add

Account/Access: tluser0g on TCIS
Ownership type: Individual

Related Tasks

To check on the status of your request, refer to the View My Requests page.
To create another request, click on Reguest Account.
To perform other tasks go to the IBM Security Identity Manager Home page.
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Obtain approval on request for TCIS Account
Things to consider:

e Remind your Supervisor to approve your TCIS account request after it is submitted. If the request is
not approved within seven (7) days, you and the supervisor will receive a reminder and have another
seven days to approve. If the request is not approved after fourteen (14) days, the request will fail
and you will need to submit a new one.

The following illustration depicts the approval process for the request submitted to obtain a TCIS account.

Employee submits TCIS
account request

Supervisor receives
email notification about

request for access and
request is available in

ITIM for their review
__/__‘,--/‘“--H__H_
) Supervisor's .
Action
Supervisor Supervisor Supervisor
Approves Request Rejects Request Takes No Action
A ¢ "y A " oy
TCIS 1SS0 or After 7 days, user
Administrator receives receives notification
email notification of the Supervisor has not taken
uest action yet
N = ) N . Y )
. After 14 days, request
- for access fails
NN J
- +
1550/ - Requestor receives email
Administrator's — ISSOf-" Pl notification of the failure
N Rejects Request ..

= L

Requestor must initiate

[ a new request for TCIS
Approves Request e

N 1 vy /

Requestor receives
notification that access is
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To confirm that a request for a TCIS account has been approved:

1. Loginto ISIM https://isim.fiscal.treasury.gov/itim/self Select View My Requests from the home

My Requests View My Reques
B:‘é; Wiew the requests you have recently submitted.

2. If the request has been approved, it will show Success in the Status column. If the status is showing as In
Process, click the Account Add link on the View My Requests page to see information about your
submitted request.

View My Requests

Click the request type to view its information

Views  Show last 31 days

equest Type Date Submitted ~

Account Add May 9, 2013 3:55:15 AM

User Data Change April 19, 2012 10:31:36 AN

Page1of1 Total:2 Displayed: 2 |
Status Account/Access
In Process tisusr09 on TCIS
Success Taurus Isusr

The Request Information page will reflect the Status Detail of the request and provide information
about pending approvals.

Request Information

Request Detail

Request D 705371962937252755
Date submitted: May 9, 2013 9:55:15 AM
Requesttype: Account Add
Account/Access: tisusr09 on TCIS QA

Status Detail: Pending approval
Due date: May 16, 2013 9:55:21 AM
Approvers;

Full Name <
Tim Issup
Page1of1 Totak1 Displayed: 1

3. When your TCIS account request is approved, you will receive an email confirmation that your account has
been set up successfully.
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Section IV. PKI Credentials
The TCIS application additionally requires 2 factor user authentications during logon.

Note: Users with a PKI credential for other Bureau of the Fiscal Service (BFS) application, such as SPS, who
already have a token (sometimes referred to as FOB) can use that same token and passphrase to access the
TCIS application. If you already have a token, you can begin using TCIS as soon as your account request is
approved.

1. After the TCIS account is provisioned users will receive a confirmation email confirming access has been
granted.

2. Within 12 hours, receive a second auto-generated email that includes the passphrase to use with the
token to access the TCIS application.

3. Receive PKI package containing the following:

e FMS PKI ITRA-TWAI Software CD to be installed
e |TRA Installation Instruction Sheet

e KeyFOB

e Authorization Code

4. Receive email with a reference number for use when following instructions received in the PKI package.

5. After completing the instructions and setting up the PKI credential for TCIS, log into the application at
https://tcis.fms.treas.gov.

Things to consider if you will be accessing TCIS with a PKI token:

e You must burn the PKI token within 45 days of receipt of the email with your reference number. If
you fail to do so, you must contact the Treasury Support Center (TSC) at 855-838-0743 for key
recovery.

e To activate your PKI token, you must put in your reference number (received in a separate email) and
authorization code (included in the ITRA Installation Instruction Sheet) to create the passphrase you
will use when accessing TCIS with your PKI token going forward.

e You must have the token in your PC and use your passphrase when logging into TCIS.

e Your token certificate will expire in three years. You will receive email notification about actions
needed to maintain an active certificate.

Note: You will use your token password to access TCIS, but you must maintain an active TCIS account in ISIM.
The ISIM password becomes inactive after 120 days. Please log into ISIM at
https://isim.fiscal.treasury.gov/itim/self using your ISIM user ID and password to maintain an active account.
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Now that you have completed the necessary steps to create an ISIM account with Treasury and received
your TCIS approval from your supervisor/approver and Treasury’s ISSO, and successfully linked ISIM
account and your PIV using CASS, follow the below steps to access TCIS via your PIV.

1. Access https://tcis.fms.treas.gov.

2. The certificate screen will pop up, and you will be prompted to pick your certificate.

Winderas Securtty

Select a Certificate

Signing Certificate - Timoth..

y '\-i brnoer: Sacsl Securty Admsineo...
Wl Frome 20402014 te 130/2007

lichk here bo viesw certificate proos

Authentication Certificate - ..
Ismuen Social Security Administratio...

Wahd Frome 272474014 o 173072007

thilco01
Iwrers Fracal Service
‘alid Frome 9114015 o 2/11/2008

thileodl
[rtuer; Frcal Senice
Wafid Frome 11772013 to 11/7/2016

[k ][ comca |
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=] Windows Secunrty
Select a Certificate

Sile Accphlreasury.pov nesds your credentiabe

Authenticatson - Albeno Jose A Clavecillas

(aMfiliate)

Essuer OO0 CA
Walid From: 1,/25/2017 1o 432019

Chek here to view certificate properiics

Mare chiices

e R
[E) s tensas o
Valid From: 1/25/2017 o 4/3/201%

| Authentication - BFSTest PRSRF
Issuer: Development OCI0 CA
Valid From: 5/6/2015 to 552018

Authentication - BFSTest PPSDU

Issuer; Dewelopment OCIO CA
Valid From: 5/23/2016 to 5/22/2019

oK Cancel

Windows 10

Figure 1: Certificate prompt will appear
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3. Click “More choices” to display certificates. Click “Authentication Certificate,” then “OK.”

Windows Security K

Select a Certificate

Site pkilogin4.fms.treas.gov needs your credentials:

Authentication Certificate - Bethany Ferralli
=
Issuer: Social Security Administration

Certification Authority

Valid From: 1/12/2016 to 12/30/2018

Click here to view certificate properties Windows 10

More choices

Signing Ce_niﬁcate - Bethar?y_FerrE_lIIi
Issuer: Social Security Administration
Certification Authority
Valid From: 1/12/2016 to 12/30/2018

oK Cancel

Figure 2: Choose correct certificate for authentication

4. When the Smart Card pops up, enter your six-digit PIN, then click “OK.”

Windows Security X

Smart Card

Please enter your PIN.

E "
“‘

Click here for more information

Figure 3: Enter PIN for the appropriate certificate
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5. The TCIS home page should appear. Verify your name, address, and ALCs are correct.

Welcome to the
Treasury Check Information System (TCIS)

BFS Hows User Profee
. Name
dgngd LI
e Address
e ] e Email
Legma

Your profile has access to query records with the following ALC{s):

28040004, 28043000, 26045200, 28045300
28045400, 28045500, 28045800, 28045800

Pleasa salect one of the options from the navigation bar on the left.

Figure 4: Verify information if correct

For questions or assistance contact the Treasury Support Center at 855-838-0743 or TCIS_TSC@stls.frb.org
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Section VI. Frequently Asked Question (FAQ’s).

How do I enroll in TCIS?

If you do not have a Single Sign-on (SSO) ID - Navigate to the CASS Home Page: https://piv.treasury.gov/cass/

click on “l do not have a Fiscal Service SSO account” link and follow the instructions. (See page 3 of this guide)

If you already have a SSO ID log into ISIM at https://isim.fiscal.treasury.gov/itim/self with your PIV. Follow

the instruction on page 8 of the guide.
How can | designate a Supervisor if no Supervisor is listed?

Go to the Supervisor Designation Form under Enrolling as a Supervisor at
https://www.fiscal.treasury.gov/tcis/getting-started.html

follow the instructions at the bottom of the form. See page 16 of this guide for further instructions.
For support contact the St. Louis FRB at (855) 838-0743, Option 1 to speak to a person.
Who should | contact if my TCIS account is Inactive?

For an “Inactive SSO ID” contact IT Fiscal Support at 1-304-480-7777, Option 1. For an “Inactive TCIS
Account” contact Treasury Support Center (TSC) at 1-855-868-0743, Option 1 to get reset.

Who should | contact if my TCIS account is Suspended?
Contact Treasury Support Center (TSC) at 1-855-868-0743, Option 1 to get reset.
Why is my account Revoked and how can | get it reinstated?

A revoke mostly occurs during the recertification period. If the access is denied by the approver, your ID will
be revoked. Contact the Treasury Support Center (TSC) at 1-855-868-0743, Option 1 for instructions.

How can | get access to the RFC Cancellation Summary/Detail Report via TCIS Dashboard Support?

Log into ISIM https://isim.fiscal.treasury.gov/itim/self with your SSO ID. Under the “My Access” box, select

“View or Change Account”, click on TCIS this will open an “Account Information” box.
Go to add a COTS Application External role, click Search to view all available roles.

Click on “External User” on the left side of the window. You will see External User Roles, COTS Application
External and TCIS Supervisor. Click on the Search box to the right of “COTS Application External”, you will see
an option to select Dashboard-Cancellation, click the box next to “Dashboard Cancellation” and click OK.
Make sure you have a TCIS Supervisor listed, if not click on the Search button to type in the first or the last
name of the Supervisor on file.
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Click the “Request Account” button to submit the request for the TCIS supervisor approval.

To see the status of your request, you can click the View my Requests link found under the Related Tasks

User Enrollment Guide
Click the “Next” button to proceed with submitting the request.

header on this page or on the Self-Service home page.

What type of training is available?

There is an on-line tutorial at https://fiscal.treasury.gov/tcis/training.html

There is a Quick Reference Guide at https://fiscal.treasury.gov/tcis/training.html

Treasury Check Information System (TCIS)

What number do | call for TCIS Helpdesk Support?

Tasks

Enrollment

Assistance with Self-Sevice Enrollment

Fiscal Service
IT Service Desk
(304) 480-7777

Treasury Support
Center
St. Louis FRB
(855) 838-0743
Option 1

PFC
Call Center
(855) 868-0151
Option 1

Deborah
Jackson
(215) 516-8027

Bobbie
Mickens
(215) 516-8074

User's
Designated
TCIS
Supervisor

Assistance with User Re-certification

Application Functionality/Training

Assistance with Integrated View

Assistance with Retrieving RFC Agency
Cancellation Reports

Reporting Unavailability of the Application

Technical Support

Credentialing

Reset ISIM Password

Reset IKEY Token Password

Re-Activate TCIS Account
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(Appendix A)
TCIS ROLES AND FUNCTIONS

Federal Program Agency

Federal Program Agency

Integrated View (IV) — Provides a single access point to the TCIS, and PACER databases to query and view
check and ACH data and view images of paid checks. Access roles to this module are indicated by IV in the
roles. Access roles with IV-UCC additionally provide the ability to submit a stop code against a particular
check symbol/serial number.

Federal Program Agency Roles

FPA-Agency-IV — Can inquire and view images on check for the 8-digit Agency
Location Codes (ALCs) listed for their agency.

FPA-Agency-IV-UCC — Can inquire and view images on checks for the 8- digit Agency Location Codes (ALCs)

listed for their agency and have the ability to submit a stop code against a particular check symbol/serial
number.
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Federal Reserve Bank

Federal Reserve Bank

Integrated View (IV) — Provides a single access point to the TCIS, and PACER databases to query and view
check and ACH data and view images of paid checks. Access roles to this module are indicated by IV in the
roles. Access roles with IV-UCC additionally provide the ability to submit a stop code against a particular
check symbol/serial number.

Transmittal Control and Disbursing Office Maintenance Subsystem (TCDOMS) — Provides Disbursing
Offices on-line access to monitor and track the status of transmittals that they have submitted, providing a
complete history of each transmittal received and detail information concerning rejected transmittals.
User can view all authorized ranges established for their Disbursing Office Symbol and display all issue
transmittals received and accepted by TCIS for a particular authorized range by viewing the Processed
Ranges screen.

Federal Reserve Bank Roles

FRB-TCORE — Can inquire and view images on all checks in Integrated View. Can view and track
transmittal status in TCDOMS.

FRB-IV — Can inquire and view images on all checks.
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Non-Treasury Disbursing Office

Non-Treasury Disbursing Office

Integrated View (IV) — Provides a single access point to the TCIS, and PACER databases to query and view
check and ACH data and view images of paid checks. Access roles to this module are indicated by IV in the
roles. Access roles with IV-UCC additionally provide the ability to submit a stop code against a particular
check symbol/serial number.

Transmittal Control and Disbursing Office Maintenance Subsystem (TCDOMS) — Provides Disbursing
Offices on-line access to monitor and track the status of transmittals that they have submitted, providing a
complete history of each transmittal received and detail information concerning rejected transmittals.
User can view all authorized ranges established for their Disbursing Office Symbol and display all issue
transmittals received and accepted by TCIS for a particular authorized range by viewing the Processed
Ranges screen.

Non-Treasury Disbursing Office Roles

NTDO-IV - Can inquire and view images on checks for one or more 4-digit Disbursing
Office (DO) symbols in Integrated View.

NTDO-IV-UCC - Can inquire and view images on checks for one or more 4-digit Disbursing Office (DO)
symbols in Integrated View. Can submit a stop code against a particular check symbol/serial number.

NTDO-TCDOM - Can inquire on check symbols, check ranges and transmittals associated with the
specified Disbursing Office Symbols in TCDOMS.

NTDO-TCDOM-IV — Can inquire and view images on checks for their DO symbols in IV. Can inquire on
check symbols, check ranges and transmittals associated with the specified Disbursing Office Symbol in
TCDOMS.

NTDO-TCDOM-IV-UCC — Can inquire and view images on checks for their DO symbols in IV. Can submit a
stop code against a particular check symbol/serial number. Can inquire on check symbols, check ranges
and transmittals associated with the specified Disbursing Office Symbol in TCDOMS.
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Non-Treasury Disbursing Office Headquarters

Non-Treasury Disbursing Office Headquarters

Integrated View (IV) — Provides a single access point to the TCIS, and PACER databases to query and view
check and ACH data and view images of paid checks. Access roles to this module are indicated by IV in the
roles. Access roles with IV-UCC additionally provide the ability to submit a stop code against a particular
check symbol/serial number.

Transmittal Control and Disbursing Office Maintenance Subsystem (TCDOMS) — Provides Disbursing
Offices on-line access to monitor and track the status of transmittals that they have submitted, providing a
complete history of each transmittal received and detail information concerning rejected transmittals.
User can view all authorized ranges established for their Disbursing Office Symbol and display all issue
transmittals received and accepted by TCIS for a particular authorized range by viewing the Processed
Ranges screen.

Non-Treasury Disbursing Office Headquarters Office Roles

NTDO-H-IV - Can inquire and view images on checks for multiple symbols in IV. Headquarters can
have access to multiple symbols.

NTDO-H-IV-UCC - Can inquire and view images on checks for multiple symbols in IV and have the ability to
submit a stop code against a particular check symbol/serial number.

NTDO-H-TCDOM - Can inquire on check symbols; check ranges and transmittals associated with the
specified Disbursing Office Symbols in TCDOMS.
Headquarters can have access to multiple symbols.

NTDO-H-TCDOM-IV — Can inquire and view images on checks for multiple symbols in IV. Can inquire on
check symbols, check ranges and transmittals associated with the specified Disbursing Office Symbols in
TCDOMS. Headquarters can have access to multiple symbols.

NTDO-H-TCDOM-IV-UCC- Can inquire and view images on checks for multiple symbols in IV and have
the ability to submit a stop code against a particular check symbol/serial number. Can inquire on
check symbols, check ranges and transmittals associated with the specified Disbursing Office Symbol
in TCDOMS.
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