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PURPOSE
The following guide provides step-by-step instructions on how to complete the OLB set-up,
enabling terminals to connect to the OTCnet Online Application without Java Applets.

Note: Many of the Printable Job Aids included in this guide are related to Check Capture. The
steps presented in these guides enable users to set-up their OLB profiles and enable the OLB
to support both Card Processing and Check Capture.

SECTION I: PREPARE FOR THE OLB SETUP

Complete the following steps to ensure system prerequisites have been met.

1. Check system requirements to complete any necessary configurations.

Refer to the OTCnet System Requirements and Reference Guide:
https://www.fiscal.treasury.gov/files/otcnet/OTCnet-SysReq.pdf

In the Guide, review the following sections: General Requirements (page 3),
Check Processing Requirements (page 4) and Check Capture Hardware/Scanner
Requirements (pages 6-7), OTCnet Card Processing Requirements (page 8)

2. Confirm the installed OTCnet Firmware is 4.3.0.

To upgrade the Firmware, refer to the Configuring Check Capturing Online:
Download Firmware Printable Job Aid (PJA):
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_download

firmware.pdf

To install the Firmware, refer to Configuring Check Capturing Online: Install
Firmware PJA for installation guidance:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install firm

ware.pdf

Note: Firmware is required for Check Processing; it is not required for Card Processing.

3. Modify Internet Explorer Internet Settings as needed. Skip this step if using Google
Chrome.

Refer to the OTCnet System Requirements and Reference Guide:
https://www.fiscal.treasury.gov/files/otcnet/OTCnet-SysReq.pdf

In the Guide, review the following section: OLB Prerequisites (page 4).
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SECTION |I: DOWNLOAD AND INSTALL THE OLB APPLICATION

Once the system is prepared for OLB installation, complete the following steps to install the
application.

1. Download the OLB Application Installation Package.
e For guidance, refer to the Configuring Check Capturing Online: Download the
OTCnet OLB Application Package PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_download

olb.pdf

Note: Only the Check Capture Administrator (CCA) and the Card Administrator (CA) can
download the OLB Application Installation Package. After the OLB Applications Installation
Package is downloaded, any user role with Windows Administrator privileges can complete the
installation and setup of the OLB.

2. Install the OLB Application.

e For guidance, refer to the Configuring Check Capturing Online: Install the OLB
Application Installation file PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install OL
B.pdf

e |tis recommended to use the default Server Port Settings during the OLB
installation process. If you would like to modify Server Port Settings, contact the
OTCnet Customer Support Team for assistance.

Note: Each user will need to download and install the OLB application installation package for
access. For multiple users assigned to a shared terminal, it is recommended that the Agency IT
Administrator use the mmc.exe approach to install the OLB application on a shared
workstation. This will bypass the need for each user to install the OLB application under their
individual workstation login. Please reference pages 12-16 on how to install the OLB certificate
for all Windows users on a workstation.

SECTION Ill: CREATE AN OLB PROFILE AND IMPORT OLB
CREDENTIALS

Each Check Capture, Check Processing, and Card Processing user (e.g., Check Capture
Administrator, Check Capture Supervisor, Check Capture Lead Operator, Check Capture
Operator, Card Administrator or Card Operator) must complete the following steps to create
individual OLB credentials for access.

1. Create the OLB Profile.
e For guidance, refer to the Configuring Check Capturing Online: Create the
OTCnet OLB Profile PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_create o

Ib_profile.pdf



https://www.otcnet.fms.treas.gov/otcnet/views/home.xhtml?_vt=&_home_source_=logo
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_download_olb.pdf
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_download_olb.pdf
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install_OLB.pdf
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install_OLB.pdf
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_create_olb_profile.pdf
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_create_olb_profile.pdf

*&UTCnetu OTCnet Local Bridge (OLB)

DEPOSITS NADE AP Configuration and Setup Guide

Note: The OLB password never expires. To reset the password, a new OLB profile will need to
be created. Users’ OTCnet Online passwords are not connected or tied to their OLB passwords.
Therefore, updated OTCnet Online passwords do not impact or change users’ OLB passwords.

2. Import OLB Credentials.

e To ensure successful import, refer to the Configuring Check Capturing Online:
Import OTCnet OLB Credentials PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_import o
Ib_credentials.pdf

Note: Users who access OTCnet on multiple terminals can save their OLB credential file to a
shared folder (if accessible). Users can then import their unique OLB credential on each
terminal.

SECTION IV: START THE OLB

Each user will need to complete the following steps to launch the OLB and resume Check
Processing, Check Capture, and Card Processing activities.

1. Start the OLB application.

e To ensure successful launch of the OLB, refer to the Basic Security: Start and
Stop the OTCnet OLB Application PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/905/sims/pja_start _sto
p_olb.pdf

1. There is no “timeout” with the OLB application (i.e., a suspension or break in
OTCnet activity). Therefore, the OLB application will stay connected unless one
of the following occurs:

o The user logs out of the workstation (Windows session)
o The terminal is turned off, restarted, or rebooted
o The user stops the OLB application on the terminal

2. Log into OTCnet Online.

2. For guidance, refer to the Basic Security: Log into the OTCnet Online PJA
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/905/sims/pja_log_on

otcnet.pdf
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SECTION V: OLB TROUBLESHOOTING

To remedy common challenges when completing the OLB configuration and set-up, explore and
consult the compiled troubleshooting topics below:

How to Set-Up the OLB: General System Requirements

Which operating systems are compatible with the OLB application?
Windows 10 (64-bit) is supported by OTCnet and the OLB.

Which Internet Explorer versions are compatible with the OLB application?
Internet Explorer 11 and Google Chrome are supported by OTCnet.

What is the ideal Transport Layer Security (TLS) that should be enabled?
The TLS 1.2 option must be enabled for all workstations using Windows 10 and higher.

How much workstation memory is needed?
At a minimum, 2 GB physical memory is required.

How much free space is needed?
100 MB of free disk space is required at minimum.

How to Set-Up the OLB: Check Processing Requirements

Which Adobe versions are compatible with OTCnet?
All versions of Adobe are compatible with OTCnet. Adobe X may require modifications to the web
browser configuration.

Which version of Adobe Reader is required at minimum?
Adobe 7 or higher is required.

How to Set-Up the OLB: OLB System Requirements

If you are using Google Chrome, you can skip this step. However, if you use Internet Explorer to
process checks or card payments, complete the configuration steps below.

It is highly recommended that OTCnet support staff and users work with their Agency IT Administrator to
address any Internet Explorer-related configuration challenges. Administrator privileges may be needed.

How do | configure the Local Intranet zone under the Internet Explorer Security Internet
Settings?
Complete the following steps. See Figure 1.

Launch Internet Explorer.

From the Tools menu (refer to the upper right-hand ﬁ’} button), click Internet options.
Click the Security tab.

Select Local Intranet zone.

Ensure the Enable Protected Mode is unchecked.

Click Sites.

In the Local Intranet window, click Advanced.

Enter *.otcnet.for.fiscal.treasury.gov in the Add this website to the zone field.
Click Add.

©CoNOO~WN P
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10. Enter *.otcnet.fms.treas.gov in the Add this website to the zone field and click Add. Skip this
step if it already exists.
11. Click Close.

Note: Ensure other OTCnet specific websites, such as www.otcnet.for.fiscal.treasury.gov,
www.otcnet.fms.treas.gov or https://doc.ssologinl.fms.treas.gov, are not included in the Local intranet

Websites listing.

Figure 1. Local Intranet Configuration

[iteret Opons] @) VX %
@m]wlmlmlw Use the settings below to define which websites are induded in
the local intranet zone.
Select a zone to view or change security settings. iy i
Q <j ® ¥ Include all local (Intranet) sites not kisted in other zones
Internet | Local intranet | Trusted stes Restricted sites ) Inchide ol aling tha bypass tha poasy sarver
¥ Incude all network paths (UNCs)
it o
& This zone is for all websites that are Q
L Ll NN, . o=y |serw | =
-
Security level for this 20ne “
Custom You can add and remove webstes from this zone. All websites
Custom settings. in this zone will use the Zone's security settngs.
- To change the settings, dick Custom level, 0
- To use the recommended settings, chick Default level. @
Add this website to the zone:
* oatos Asd
Enable Protected Mode (requires restarting Intornet Explorer) DGl M58 Q0% [pee ]
| Custom level., |  Defoult level Wabsites:
*_assets-yermmer.com -
Reset all 20nes to default level = bah.com 2
* boozallen.mycoops.com
*.CONCUrSOLONs.com
= slaenanti com -
oK Cancel Y Require server verification (htps:) for all sites in thes zone
o =1]
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Complete the following steps. See Figure 2.

powbd PR

o

If you are using Google Chrome, you can skip the steps listed above. However, if you use Internet
Explorer to process checks or card payments, complete the configuration steps below.

Launch Internet Explorer.

From the Tools menu (refer to the upper right-hand iﬂi’}‘ button), click Internet options.
Click Compatibility View Settings.
Under the Websites you’ve added to Compatibility View, remove treas.gov and treasury.gov

Ensure the Display intranet sites in Compatibility View is unchecked.
Click Close.

Figure 2. Compatibility View Settings Configuration

Compatibiity View Settings | (€}) o 25
1y Change Compatbility View Settings
™
Add this website:
[ A |
Websites you've added to Compatibility View:
p—— p Remave

Display intranet sites in Compatibility Vlewl 6

Use Micrasoft compatibility lists

Learn more by reading the Internet Explorer privacy statement

O =]
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When creating the OLB Profile and saving the INI file, can you rename it to the user’s name?
No, the INI file name must remain the same as it was generated. If the file name is changed, the OLB
application will not run.

How do | verify that the OLB certificate was successfully installed?
Complete the following steps. See Figure 3.

1. From the Windows Start menu, launch the Control Panel.

2. Click Internet Options.

3. From the Internet Properties window, click the Content tab.

4. Click Certificates.

5. From the Certificates window, click the Trusted Root Certification Authorities

tab.
6. Confirm localhost is listed.
7. Click Close.

Figure 3. Verification of OLB Certificate Installation
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How do | install the OLB certificate for all Windows users on a workstation?

If you have several Windows users who use OTCnet check capture on the same workstation,
the following “mmc.exe” approach may be more efficient. You must be a workstation
administrator or have workstation administrator privileges to install the Certificate for all
Windows users on the workstation. There is no impact to OLB functionality if you choose one
method over the other.

Complete the following steps. See

Figure 4 - Figure 11.
1. Click the Start button to view the search box.
2. Type mmc in the Windows search box on the lower left of your screen.
3. Right-click mmc.exe (or mmc) and select Run as administrator.

4. Enter your workstation administrator credentials as necessary and click Submit.

Figure 4. Windows Search box and User Account Control box

hD ® Filters "/

Best match

mmc
I £S5 Run as administrator h @

[l Open file location

L mux weprresurs >

@

Search

User Account Control stops unauthorized changes to your computer.
If you started this program, please continue.

M User Accounts Control Pa

‘ Administrator
|
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5. The Console 1 dialog box appears. Select File>Add/Remove Snap-in.

Figure 5. Console 1: File>Add/Remove Snap-in...

s Consolel - [Console Root]

’ Action View Favorites Window Help

L New Ctrl+N
Open... Ctrl+0
Save Ctrl+S
Save As...

I Add/Remove Snap-in... Ctri+M 5
Options... e

1 devmgmt.msc

2 certmgr.msc
! 3 eventvwr.msc

Exit

6. The Add or Remove Snhap-in dialog box appears. Under Available snap-ins,
select Certificates, then click Add.

Figure 6. Add or Remove Snap-in dialog box with Certificates Snap-in and Add button highlighted

Add or Remove Snap-ins ﬂ

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, yeu can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-in Vendor o 71 Consale Root Edit Extensions... I
- ActiveX Control Microsoft Cor...

il Authorization Manager Microsoft Cor... S

#: Component Services licrosoft Cor... |=

& Computer Managem... Microsoft Cor.

& Device Manager Microsoft Cor... Move Down

=7 Dick Management Microsoft and... Add >

{d] event viewer Microsoft Cor...

Folder Microsoft Cor...

_/ Group Policy Object ... Microsoft Cor...
& P Security Monitor  Microsoft Cor.

-8, TP Security Folicy Ma... Microsoft Cor...
(2 Link to Web Address  Microsoft Cor...

#Local Users and Gro... Microsoft Cor... o

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

o=
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7. The Certificate snap-in dialog box appears. Click the Computer account radio
button and click Next.

8. Click the Local computer radio button, then click Finish.
9. Ensure that Certificates (Local Computer) appears in the right pane under

Selected shap-ins and click OK.

Figure 7. Console Root>Certificates shown in Selected snap-ins

Add or Remove Snap-ins . - w

‘fou can select snap-ins for this console from those available on your computer and configure the selected sat of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Awailable snap-ins: Salected snap-ins:
Snap-in Vendor - ! Consale Rost Edl Extonsionsas
') ActiveX Conitrol Microsoft Cor... [l cortificates (Lacal Computer)]
3 Authorization Manager Microsaft Cor... | Remove,
& Certificates Microsoft Cor...

. Component Services  Microsoft Cor... | =
& Computer Managem... Microsoft Cor...

& Device Manager Microsoft Cor...
=f Disk Management Microsoft and... Add >
[ Evert viewer Microsoft Cor...

Falder Microsoft Cov...

(i Group Policy Object ... Microsoft Cor...
&, 1P security Monitor Microsoft Cox...
&, 1P Security Folicy Ma.., Microsaft Cor...
= Link to Web Address  Microsoft Cor...
& Local Users and Gro... Microsoft Cor... o+ Advanced...

Description:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a p\mer.

o0 o |

10. In the left pane, drill down or click Certificates (Local Computer) and navigate
to Console Root>Certificates (Local Computer)>Trusted Root Certification
Authorities>Certificates.

Figure 8. Console Root>Certificates (Local Computer)>Trusted Root Certification Authorities>Certificates

@ file Action View Favorites Window Help -lalx

L i [ NN |
Console Root ksuedTo Issued By Expiration... Ir | Actions
“ W Certificates (Local Computer) EAddTrust External CA Root AddTrust Extemal CARoot  5/30/2020 S| | | Certificates -
Personal PAmerica Online Root Cer.. America Online Root Certif.. 11/19/2037 C ¢
+ 12 Trusted Root Certification Authorities EJASHBBCPSG ASHBBCPSG &8 4 More Actions )
CANGc. Pashbmawg ashbmewg 1/29/2023
Enterprise Trust
Intermediate Certification Authorities watbmong abnowy V2202
Trusted Publishers JBAH Intemal Root CA  BAH Internal Root CA 10/7/200 <
Untrusted Certificates JBAH SHA2S6 ROOTCA  BAH SHA256 ROOT CA 6/19/2032
Third-Party Root Certification Authorities || Sw/Baltimore CyberTrust Root Baltimore CyberTrustRoot ~ 5/12/2025 S
Trusted People JBCPSG BAHSHAZS6POLICYCA  6/19/2022 <
Other People JBCPSG BAHSHA2S6POLICYCA  6/19/2022 <
McAfee Trust JBooz Allen Hamilton VeriSign Class 3 Code Sign_.  7/6/2012 C
Remote Desktop JCertum CA Certum CA 6112027 S
Cactficate Sarolioient Kaquests JCertum Trusted Network .. Certum Trusted Network CA  12/31/2029 S
2::" 2Rl JCISRCAL CSRCAL 1016202 €
s JClass 2 Primary CA Class 2 Primary CA 7620018 S
CaClass 3 Public Primary Ce_. Class 3 Public Primary Certi 8/1/2028 S
s

LJCOMODO Certification A.. COMODO Certification Aut.  12/31/2030

« i »
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11. Right-click on Console Root, Select Certificates (Local Computer)>Trusted
Root Certification Authorities >Certificates. Select All Tasks>Import...

Figure 9. Select All Tasks>Import...

[ Console - [Console Roof\Certificates (Local Computen\Trusted Root Certification Authorites\Certificates]
| File Action View Favorites Window Help

«s 2@ 0ls+ B

ll 2 Console Root kswedTo Issued By
# S Centificates (Local Computer) [JAddTrust Exteral CA Root AddTrust Exteral CA Root
Persona JJAmerica Online Root Cer.. America Online Root Certf,
- Trusted Root Certification Authorities ASHBBCPSG ASHBBCPSG
-
Enterprise Mot 1 1 sl
Intermedi  view v y
Trsted | e v i BAH Intemal Root CA~ BAH Internal Root CA
New Wi re
Untrusted bl BAH SHA256 ROOT CA  BAH SHA256 ROOT CA
Third-Part New Taskpad View. Baltimore CyberTrust Root Baltimore CyberTrust Root
Tusted ¢ Refresh BCPSG BAH SHA256 POLICY CA
OtherPed  gypon List. BCPSG BAH SHA256 POLICY CA
McAfee T T Booz Allen Hamilton VeriSign Class 3 Code Sign._
Remote [ - ertum CA Certum CA
Certificate Envoliment Requests WCertum Trusted Network . Certum Trusted Network CA
Smart Card Trusted Roots CISRCAL CISRCAL
SMS %
PClass 2 Primary CA Class 2 Primary CA

Trusted Devices
I LW Class 3 Public Primary Ce.. Class 3 Public Primary Certi..

«/COMODO Certification A. COMODO Certification Aut.

Add a certificate to a store

12. The Certificate Import Wizard displays. Click Next.

13. Click Browse... and navigate to the location of OLB certificate file

Expiration
5/30/2020
11/19/2037
6/22/2018
1/29/2023
1/29/2023
10/7/2020
6/19/2032
5/12/2025
6/19/2022
6/19/2022
7/6/2012
6/11/2027
12/31/2029
10/16/2032
7/6/2019
8/1/2028

TTvwwvwwmawnwnnoa
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More Actions

— e e—

(olb.otcnet.public.crt). The file is located in the “C:\Program

Files\OTCnet_olb\keystore” folder.

14. After the OLB certificate file is selected, click Open.

Figure 10. Open dialog box showing OLB certificate selected

15. Click Next.

16. Verify that the option Place all certificates in the following store radio button is

selected and the Certificate store displayed is Trusted Root Certification

Authorities. Click Next.

15
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Figure 11. Certificate Store box

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location
for the certificate.

() Automatically select the certificate store based on the type of certificate

|-é Place all certificates in the following storeél

Certificate store:

I Trusted Root Certification Authorities I | Browse...

Learn more about certificate stores ‘

I < Back l Next > ]I Cancel \

17. The Certificate Import Wizard dialog box displays. Click Finish.
18. “The import was successful” dialog box appears, click OK.

19. Close the Console application. You will be asked to “Save console settings to
Console1?” Click No and the application will exit. You have completed
installation of the OLB certificate to the workstation; the OLB certificate is now
available to all Windows user profiles on the workstation.
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How do | know if the OLB was successfully installed?
Confirm installation by checking the following areas:

O Check Desktop for Start OTCnet Local Bridge and Stop OTCnet Local Bridge icons. See

Figure 12.
Figure 12. Start and Stop OTCnet Local Bridge Desktop Icons

M g

Start OTCnet Stop OTCnet
Local Bridge Local Bridge

O Under All Programs from the Windows Start dropdown, confirm Start OTCnet Local Bridge
and Stop OTCnet Local Bridge are listed. See Figure 13.

Figure 13. Start Menu - Start and Stop OTCnet Local Bridge

OTCnet OLB =
@ Start OTCnet Local Bridge
@ Stop OTCnet Local Bridge
QuickTime

RoboSource Control 3.1

Roxio

Startup

TechSmith

VSDC Free Video Editor -

4 Back

“Sea-’ch programs and files yol ‘

O Under Programs and Features from the Control Panel, ensure that the OTCnet OLB is listed.

See Figure 14.
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Figure 14. Programs and Features - Listing of Installed Programs

1+ Control Panel » All Control Panel ltems »

olc,

View by: Small icons

Adjust your computer’s settings

U ~
§ Getting Started Y HomeGroup
& Indexing Options B intel(R) HO Graphics

@ intemet Options &/ Java

< Keyboard (3 Programs and Features

@ Mail (Mirosoft Outiook 2 € v 1 [ > ControlPanel > All Control Panel ltems > Programs and Features

Network and Shariy
SEAR R Rt ooy Uninstall or change a program
B NVIDIA Controt Panet

View installed updates

- Pertormance Information 4@ Tum Windows features on or
off

To uninstall & program, select it from the list and then click Uninstall, Change, of Repair.

& Prone and Modem Organize v  Uninstall  Change
Install a program from the -
ndbwork Name Publisher Installed On  Size Version
1 Microsoft Visual Co = 2013 Redistributable (x25) - 12021005 Microseft Corporation 9/3/2020 120210051
A Recavery 1 Microsoft Visual C+ + 2013 Redistributable (x26) - 12.0.30501 Macroseft Corporation 5/5/2020 171MB  120.30501.0
ngvaVnuulCn 2013 Redistnibutable (x86) - 12.0.40660 Microsoft Corporation 5/5/2020 171MB  12.0.40660.0
1 Microsoft Visual Co = 2015-2019 Redistributable (e64) - 14,25.28508 Microsoft Corporation 7/29/2020 25MB 1425285083
1 Microsoft Visual -+ 2015-2019 Redistributable (26) - 142428127 Microsoft Corporation 5/5/2020 01MB 1424281274
@ Morilla Firefox 64.0 (64 en-US) Morilla 5/5/2020 170MB 640
5 Mozilla Maintenance Service Mozilla 5/5/2020 MKE 640
(9 MyID Client Components x26 Intercede Ltd 2212018 1TMB 10014
9 MyID Desktop - DSK-3.5.1000.1 intercede Ltd 5/18/72020 22MB 3.5.1001
(9 MyID Patch - WSVC-1.6.10003 Intercede Ltd. $/15/2020 123M8 161003
(3 MylD Self-Service App - S5P-3.5.1000.1 Intercede Ltd. 5/15/2020 262MB  3.5.1001
19 Nessus Agent (64) Tenable, Inc. 172512019 419MB 21020023
[ Notepads + (32-bit x26) Notepade + Tesm 7172020 22M8 787
@ Npcap Nemap Project 5/5/2020 09585
EI OPNET Application Capture Agent 3.9 OPNET Technologies 62272018 39
& OTCnet Offline QA United States Treasury - Bureau .  8/14/2020 33.00.SNAPSHOT.1
o coc o P P 2 PrOPS aioo caaociory
@orcnet 0L United States Treasury - Bureau . 7/31/2020 2200
e ETare s TreRsry - Buresy o :
[37]Panini Universal lnstaller 45,112 Panini 7/29/2020 405112
. Password Safe (64-bit) Rony Shapiro 5/5/2020 3460
O Progress Telerik Fiddles Progress Software EAD §/5/2020 157MB 502019441348
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How to Create an OLB Profile

How do | know if | successfully imported my OLB credentials?

After uploading the appropriate INI file, a confirmation window should appear. See Figure 15.

Figure 15. Successful User Profile Import Confirmation Window

User Profile Import M

Vo
'\D Successfully imported user profile.

How do | change my OLB password?
Complete the following steps. See Figure 16.

After logging into OTCnet Online, click the Administration tab.

Select Manager Users.

Click Create Local Bridge and User Profile.

Ensure Online Local Bridge version 2.2.0 or newer radio button is selected.
Enter a password in the Enter Local Bridge/Offline Password* field.

Enter same password in the Confirm Local Bridge/Offline Password* field.
Click Submit.

Save the INI file.

N A~WNPE
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Figure 16. Change OLB Password

' ‘Check Processing I Administration

uunancnm:m:—.me Manage Users -l Mznage Check Proc

9 Croate Local Bridge and User Profike |

T
:

-

v A
LOCMBINE Mome - » Adminitraon - - Mansps Users - - Creste Local Bnidge and User Prof
Create Local Bridge and User Prafile

Enter Local Bridge and User Profite Passwond
[ Derctes requred faids.

Usses IDnotcngelst

Applataton

o & Oelne Local Bridge version 2.2.000 o rewer

Ol Local Bridge version 2. 1,00 of cidor

OTCnet Ofine

Piease note, all Gffline CCA wsers should store their Offiine credential fise in the Offline folder on their local terminal to create
their wser profiles.

Entor Lotal Brasys'OMng Pasgaend’
Confims Local Braspe Oing Passaord

D you want 1o open o seve pligyiviyalviopdivkim3ydi. i from qeeotonet.fms.treas.gow’

o e T ef e
Save | T Cancel

After changing my OLB password, do | need to import my OLB credentials again?

Yes, Check Capture, Check Processing and Card Processing users will need to import their OLB
credentials after changing their OLB passwords.
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How to Start the OLB

How do | know if | successfully started the OLB application?
After entering your OTCnet login ID and OLB password, a confirmation window should appear. See

Figure 17.

Figure 17. Successful Login Confirmation Window

Login Successful léj
@ Login Successful. OTCnet Local Bridge Application Started.

What should | do when | see the OTCnet Configurable Options window?
After logging into the OLB application and OTCnet Online, users will need to select the OTCnet Local
Bridge Application — OLB radio button from the OTCnet Configurable Options window. See Figure 18.

Figure 18. OTCnet Configurable Options Window

Please select one of the following OTCnet configurable
options to perform Check Processing and Terminal
Configuration Operations

It is important that your agency completes the
transition to the OLB as soon as possible to avoid
potential disruption in operations once the support
for Java Applets is discontinued.

O Java Applets
® OTCnet Local Bridge Application - OLBl

Note: If a user clicks the OTCnet Local Bridge Application — OLB radio button in error before the OLB
has been set up, the following steps will reset the system to display the Java Applets/OTCnet Local
Bridge Application dialog box where the user can then click the Java Applets radio button:

1. Loginto OTCnet.

2. While logged into OTCnet, copy and paste the following hyperlink:
https://otcnet.fms.treas.gov/otcnet/views/resetSplash.xhtml into the Internet Explorer address bar
and press Enter on the keyboard. Ensure the ‘S’ in Splash is capitalized.

3. Click OK. See Figure 19.

Figure 19. Message from webpage

Ve >

Message from webpage @

Local OLB selection is cleared. Click on the home link to get back to
,!;\ home page
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4. The user will now see the Java Applets/OTCnet Local Bridge Application Dialog Box on return to
the login page. The defaulted option is now Java Applets, users can click OK and proceed as
normal.

How do | know if the OLB application is running?
After logging into OTCnet Online, check to see if the OLB Communication status bar appears on the
Check Scan page. See Figure 20.

Figure 20. OLB Communication Status Bar

Rl -

DEPOSITS MADE SIMPLE | W OLB Communication: Active ||

Welcome, ofcnet tengechkieadog

Batch Management Check Scan

Location: Home=>Check Processing:=>Check Scan

Check Scan m

What should | do if the OLB Communication status bar is not showing up on the Check Scan
page?

Only the Check Capture Lead Operator (CCLO) and Check Capture Operator (CCO) will see this
indication on the Check Scan page once the OLB set up is successful. If you are a CCLO or CCO and
you do not see the Communication status bar, check your OLB system requirements, specifically your
Internet Explorer Internet options and Compatibility View settings. Ensure the Trusted Sites zone,
Local Intranet zone, and Compatibility View settings are configured correctly.

Review the following available resources:
e The OTCnet System Requirements and Reference Guide (page 4):
https://www.fiscal.treasury.gov/files/otcnet/OTCnet-SysReq.pdf
¢ In this Guide, Section V: OLB Troubleshooting: How to Setup the OLB: OLB System
Requirements

What should I do if | encounter a terminal configuration message?
See Figure 21.
Figure 21. Terminal Configuration Message

¥ This request requires the Terminal to be configured.

New terminals or those newly updated may need to be reconfigured. Refer to the Configuring Check
Capturing Online: Configure a Check Capture Terminal Online PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_configure_a_chk_term.pdf

22


https://www.otcnet.fms.treas.gov/otcnet/views/home.xhtml?_vt=&_home_source_=logo
https://www.fiscal.treasury.gov/files/otcnet/OTCnet-SysReq.pdf
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_configure_a_chk_term.pdf

*\\UTCI]EL OTCnet Local Bridge (OLB)

DEPOSITS NADE AP Configuration and Setup Guide

What should | check if the OLB application is not connecting to OTCnet Online?
Complete the following steps. See Figure 22.

agrLONE

© N

If an error message appears, the OLB connection is not working properly. See Figure 23.

Sign into the Start OTCnet Local Bridge with OLB credentials.
Log into OTCnet Online.

Press F12 on the keyboard.

From the Developer Tools pop-up, click the Console tab.
Copy and paste the following into the input textbox:

ws = new WebSocket('wss://localhost:9043/websockets/olb');
ws.onopen = function(){ alert("OLB Connection opened successfully™)};
ws.onerror = function(e){ alert("Error connecting to OLB" +e)};

Click the green arrow.

Ensure a Message from the webpage window appears.
Click OK.

Click X to close out the Developer Tools pop-up.

Figure 22. Troubleshooting OLB Connection to OTCnet

Check Processing Administration

Batch Management Check Scan

OTCnet Release 2.6 Update and Java Applets & OLB
Local Bridge Dialog Box Information
Until instructed otherwise please click the Java
Applets radio button upon logging into OTCnet. If the
OTCnet OLB radio button is clicked in error, please
complete the following steps: 1. Copy and paste (or
type) the web address
htips-#iqae.otcnet fms treas gov/otcnetiviews/resetSpl
ash.xhtml into the URL address bar while logged into
OTCnet and press Enter. 2. Click OK on the
@ ge. 3. Java Applets is selected, click OK and
loceed as normal. If you have any questions,
lease call 866.945.7920, or email us at
FiscalService OTCChannel@citi.com

|Message from webpage

I\ OLB Connection opened successfully

F12  DOM Explofd Console Debugger Network UL Responsiveness profiler ¥ L3~ Edge
; e p— B e ~

b function(e){ alert("Error connecting to OLB" +e)} v
> ws - new WebSocket("wss://localhost:9043/websockets/olb’);

ws.onopen = function(){ alert("OLB Connection opened successfully”)};

ws.onerror = function(e){ alert("Error connecting to OLB" +e)}; o

x ] »
=

Figure 23. Security Message Error

|e SecurityError |

Confirm proper installation of the OLB Setup by:

O

Ensuring all general system requirements are met

=  Windows 10

= Google Chrome or Internet Explorer 11

= Installation of Entrust Certification Authority — L1K
= Installation of Root Certification Authority — G2
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Note: The above Certification Authorities are installed by system default.

Ensuring all check processing requirements are met
= Firmware 4.3.0

= Adobe Reader 7 and higher

» |Installed Scanner Drivers

Ensuring all OLB system requirements are met

= Configuration of the Trusted Sites zone under Internet Explorer Security settings

= Configuration of the Local Intranet zone under the Internet Explorer Security settings

= Configuration of the Internet Explorer Compatibility View settings

» |nstallation of the OLB Certificate

» The default port settings were utilized (during execution of the OLB application installation
file)
e The default server WSS ports are 9043, 9143, 9243, 9343 and 9443. It is recommended

to use the default server port settings during the OLB installation process.

e Other alternative default server ports are 44338, 9042, 9043, and 45823. See Figure 24.

Figure 24. Server Port Settings

" Server por setin
Please enter the port settings for the Server below o

/A

=S

Server Startup Port:

Server Stop Port:

Server WSS Port:

Server Monitor Port:

Wise Installation Wizard???

Hext> cancel |

Reviewing other security settings, such as firewall programs, user permissions, group policy

settings, etc. are not interfering with access and usage of the OLB application.

= Verify any permissions and/or access restrictions

= Ensure the OLB application and its ports are not blocked by a local security program or
firewall settings

= Confirm whether users have proper permissions on the local computer to connect to the OLB
application

= Determine whether the same OLB connection issues are experienced by other users on the
shared workstation

= Check Agency Group Policy settings

» Ensure the required Internet Explorer sites (i.e. *otcnet.for.fiscal.treasury.gov and
*.otcnet.fms.treas.gov) are not being blocked.

= Review the OLB logs for additional information
e OLB log files are located on the local computer in the following folder: C:\OTCnet_olb\log

Note: Agency IT Administrator may need to provide support.
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SECTION VI: OLB FREQUENTLY ASKED QUESTIONS (FAQS)

Explore the following FAQs regarding the OLB transition, configuration and set-up.
Prepare for the OLB Setup

Do Deposit Processing users need to use the OLB?
No, the OLB only impacts check processing and capturing activities. All Check Processing and Capturing
users will need to set up their workstations with the OLB.

How will the OLB impact Check Capturing and Processing activities?
The OLB does not change OTCnet’s functionality or capabilities. Rather, the OLB removes OTCnet’s
dependency on Java Applets and improves the user experience with faster terminal detection.

Who do | contact to find out who my Agency POC is?
Send an email to the OTCnet Deployment Team at fiscalservice.otcdeployment@citi.com to inquire. In
the email, include your full name, agency and bureau and any other pertinent information.

How do we check which version of firmware we have?

For Windows 10 users:
1. Click Start.
Click Window Settings.
Click Control Panel.
Click Programs.
Locate OTCnet Firmware.
Refer to the Version column to determine installed version.

o0k wnN

Do | need to update my Firmware to download the OLB?
Yes, Firmware 4.3.0 is needed to download and use the OLB 2.2.0.

Which check scanners are compatible with the OLB?

All scanners currently supported by OTCnet are compatible with the OLB. OTCnet currently supports the
RDM EC 7000i, RDM EC 9100i, the Panini I: Deal, and the Panini VisionX scanners. Please note that the
RDM EC 7000i is no longer available for purchase. Please see the OTCnet System Requirements Guide
for a full compatibility matrix. Contact Customer Support if you encounter issues with your compatibility.

Is the OLB compatible with Windows 10 64-bit?
Yes, the following Operating Systems are supported by OTCnet:
e Windows 10 (OTCnet supports the 64-bit version of the operating system)

Is the OLB compatible with Microsoft Edge or other internet browsers?
OTCnet supports Internet Explorer 11 (both 32-bit and 64-bit versions) and Google Chrome.
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Install the OLB Application

Can only Check Capture Administrators and Card Administrators download the OLB application
and certificate?

Yes, Check Capture Administrators and Card Administrators are the only authorized users who can
download the OLB application and certificate.

Do Check Capture Administrators and Card Administrators need to have Windows Administrator
privileges to download the OLB application and certificate?

No, Check Capture and Card Administrators do not need to have Windows Administrator privileges to
download the OLB application and certificate.

Who can install the OLB application installation package?

Any Check Capture, Check Processing, or Card Processing user (e.g., Check Capture Administrator,
Check Capture Supervisor, Check Capture Lead Operator, or Check Capture Operator) can install the
OLB application installation package. Administrator privileges are needed to install the OLB application. It
is highly recommended that users work with their Agency IT Administrator to complete installation of the
OLB application.

Do users need to have Windows Administrator privileges to install the OLB application?

Yes, depending on an Agency’s system and security set-up, most users will likely need to have Windows
Administrator privileges. It is highly recommended for users to work with their Agency IT Administrator to
complete installation of the OLB application.

We have multiple users using the same workstation, and each user has a different login. Does
the OLB need to be separately installed?

With OLB 2.2.0, the OLB only needs to be installed once as it will install for all Windows profiles.
However, the certificate will need to be installed for each Windows profile. To install the certificate, it is
highly recommended for the Agency IT Administrator to use the mmc.exe approach to install the OLB
application for multiple users on a shared workstation. If you can’t use the mmc.exe approach, then you
can navigate to the “olb.otcnet.public.crt” file, double-click on it to view the certificate and then click the
“Install Certificate...” button to run the Certificate Import Wizard. This allows you to import the certificate
into the “Trusted Root Certification Authorities” certificate store for each Windows profile where the
certificate is not installed. Please reference pages 12-16 on how to install the OLB certificate for all
Windows users on a workstation.

Can a user with multiple roles, such as Check Capture Administrator, Check Capture
Supervisor, Check Capture Operator, Card Administrator, or Card Operator download and
install the OLB application and certificate?

Yes, a user must be a Check Capture Administrator or Card Administrator to download the OLB
application. However, any Check Capture user (i.e. Check Capture Administrator, Check Capture
Supervisor, Check Capture Lead Operator, Check Capture Operator) or Card Processing user (Card
Operator) can install the OLB application if they have Windows Administrator privileges. It is highly
recommended for users to work with their Agency IT Administrator if they do not have Windows
Administrator privileges.

With OLB 2.2.0, the file contains the OLB application installer file (EXE file and the certificate. You do not
need to install the certificate.
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Create an OLB Profile

Who needs to create an OLB profile?
All Check Processing, Check Capture, and Card Processing users need to create an OLB profile.

Also after the OLB application is installed, will users be able to create and import their own OLB
credentials?

Yes, once the OLB application and certificate are installed, users can create and import their own OL B
credentials.

Does each user need to create an OLB profile on a shared workstation?
Yes, each user needs to create their own individual OLB profile to access and use the OLB application on
the shared workstation.

Does my OLB password need to match my OTCnet Online password?
No, OLB passwords do not need to match users’ OTCnet Online passwords.

Do | need to change my OLB password if | changed my OTCnet Online password?
No, OLB passwords are not linked to users’ OTCnet Online passwords.

How often do | need to change my OLB password?
OLB passwords never expire. They do not need to be updated.

Start the OLB

Is there a way to turn off the message (Java Applets/OLB Dialog Box) that pops up every time
we login on the other terminal?

The Java Applets/OLB dialog Box will continue to appear for Check Capture and Check Processing
users who have not yet installed the OLB application. Once the OLB application is installed, users can
select the OLB radio button from the Java Applets/OLB Dialog Box. When the OLB radio button is
selected, the Java Applets/OLB Dialog Box will no longer appear. Users should continue to select the
Java Applets radio button until the OLB application has been installed.

Do | need the OLB to configure a check capture or card terminal?

Yes, if you are configuring a check capture or card terminal, you must first start the OLB application. If
you have not started the OLB application, you will receive the following message: “Terminal detection
failed. Please ensure that the OLB application is running.”

When do | need to log into the OLB application?
The OLB application is required to perform terminal configuration, Check Processing, Check Capture, and
Card Processing operations. If you are a Check Capture Administrator, Check Capture Supervisor, Check
Capture Lead Operator, Check Capture Operator, Card Administrator, or Card Operator, the OLB
application must be started on the terminal to performing these operations. There is no “timeout” with the
OLB application (i.e., a suspension or break in OTCnet activity). Therefore, the OLB application will stay
connected unless one of the following occurs:

e The user logs out of the workstation (Windows session)

e The terminal is turned off, restarted, or rebooted

e The user stops the OLB application on the terminal
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SECTION VII: ADDITIONAL RESOURCES

Helpful Links
OTCnet FAQs:
https://www.fiscal.treasury.gov/otcnet/fags.html

OTCnet OLB Information and Resources:
https://www.fiscal.treasury.gov/otcnet/local-bridge-information-resources.html

OTCnet System Requirements and Reference Guide:
https://www.fiscal.treasury.qgov/files/otcnet/OTCnet-SysReq.pdf

OTCnet OLB Fact Sheet:
https://www.fiscal.treasury.gov/files/otcnet/OTCnetLocalBridge(OLB)FactSheet. pdf

OTCnet OLB Information Webinar Presentation
https://www.fiscal.treasury.qgov/files/otcnet/OTCnetLocalBridge(OLB)WebinarPresentation.pdf

OTCnet OLB FAQs Sheet:
https://www.fiscal.treasury.gov/files/otcnet/OTCnetLocalBridge(OLB)RolloutFrequentlyAskedQu
estions.pdf

Training Resources
Role Web-Based Training
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/course  OTC/index.htm

All Training Modules
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/course OTC/menu_all.htm

On-the-Job Resources and Simulations
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/course OTC/menu_all _sims.htm

Topics to review:

e Download Firmware
o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_download fir
mware.pdf
e [nstall Firmware
o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install firmw
are.pdf
e Start and Stop the OTCnet Local Bridge (OLB) Application
o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/905/sims/pja_start _stop_ol
b.pdf
o Simulation:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/905/sims/44010/index.html
o Download the OTCnet Local Bridge (OLB) Application
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o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_download ol
b.pdf

o Install the OTCnet Local Bridge (OLB) Certificate

o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install olb ¢
ertificate.pdf

¢ Install the OTCnet Local Bridge (OLB) Application

o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_install OLB.
pdf x

e Create the OTCnet Local Bridge (OLB) Profile

o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_create olb
profile.pdf

o Simulation:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/44392/index.html

e Import OTCnet Local Bridge (OLB) Credentials

o PJA:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_import olb ¢
redentials.pdf

o Simulation:
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/44402/index.html

e Configure a Check Capture Terminal

o PJA:

https://www.fiscal.treasury.gov/otcnet/training/wbt/content/910/sims/pja_configure _a
chk_term.pdf
e Log into OTCnet Online

o PJA:

https://www.fiscal.treasury.gov/otcnet/training/wbt/content/905/sims/pja_log on _otcn

et.pdf

User Guides
https://www.fiscal.treasury.gov/otcnet/training/wbt/content/course  OTCllibrary.htm

SECTION VIiII: ADDITIONAL SUPPORT

For further assistance, reach out to the following support staff:

OTCnet Deployment Team - Please contact at 1-866-945-7920, option 4, or
FiscalService.OTCDeployment@citi.com if your agency is currently in the OLB rollout testing
phase and you need assistance with initial OLB testing.

OTCnet Customer Support Team - Please contact at 1-866-945-7920, option 2, or
FiscalService.OTCChannel@citi.com if your agency has already successfully tested the OLB
application and you need assistance, or if you have any general questions.
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