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ODbjectives

Discuss how to obtain Operator IDs
Explain Rules of Behavior (ROB) and FS Form 2888
Demonstrate and explain MT 280 interface

Discuss Disbursing Application functions related to
sales operations

Explain Merchant Accounts for Sales and Food
Service

Discuss daily business practices, EOD procedures,
and processing refunds




Obtaining an Operator ID

m All MT 280 users are required to be enrolled In
Navy Cash

m Each user must have a unigue 4-digit Operator 1D
within the NC Disbursing Application

— Do not share Operator I1Ds
m Disbursing will assign all Operator IDs

m Operator IDs are not reusable. Once an Operator
ID Is assigned and that operator leaves the ship,
the relief must be assigned a totally different
operator ID

m Operator ID must not begin with zero (0)




Rules of Behavior (ROB)

m Rules of Behavior (ROB)

— All personnel who operate a Navy Cash Point
of Sale device are required to sign their Rules
of Behavior

— The ROB is signed electronically in Disbursing

— By signing the ROB, they acknowledge that
they have read, understand, and agree to abide
by the rules

» NC Operators must only conduct official business
within Navy Cash




Rules of Behavior (ROB)

NOTICE AHD CONSENT
Government (USG) Information 5

owing conditions:
IS for purposes including, but not limited
fense. and personnel misconduet (PM), law

3 red on this IS.
» Commmnications using, or data stored on, this IS are not private, are subject to routine monitoring, interception,
and search. and may be di of used for an -authorized pur
i £.. authentication and access controls, to protect USG interests—not for

titute consent to PM, LE or CT i
work product, related to personal representation or
ants. Such commmunications and work product are

1. These rules of behavi
and behavior allmdind‘l

2. You nmst conduct only official, authorized busines
data. control information. software, hardware, and firmware for which you are authorized acc
vou are authorized. Do not infroduce or use any unauthorized software, ﬁmma.te

st begin with an alphabetic character and should use three o
mmbers, and special characters.
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Rules of Behavior (ROB)

own cperator ID or wser ID and password when operating the Navy Cas
from nnanthorized access. Never leave a device or workstation unattended while

8. As amatter of policy,
office, for example. to add or

9 EaLh calendar quarter. the -Jup

ash verification.

Identifiable Information (PII) associz
confidentiality of that information.

shall be sent from the Bm ean nt the Fiscal S
i sent from the Burean of the Fiscal S
competent jurisdiction including subpoena.
12. Ensure that all documents, equipment. system media. or other output containing PTI are properly cleared.
sanitized, marked. controlled, stored. transported, and des based on sensitivity and need-to-lmow.
13. You nmst protect Na h information and system resovrces from nnawthenized acc
mi sabotage, tampering deuial o
Immediately report all suc

overed by, and subject t

Rnlf::- may subject me to administrative or civil and/or criminal actions and
tem at any time without notice.

User’ : (printed)
(signature)

Last Four Digits of Us
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S Form 2838

m S Form 2888

— Accountable Official Application Form for U.S.
Department of the Treasury Stored Value Card (SVVC)

— Sales Officer or designated personnel (who has
custody of Vending Merchant Cards) Is required to
submit a completed and signed FS Form 2888 to the

Disbursing Officer
» DISBO forwards the forms to Treasury Financial Agent for
retention

— Not required for General Mess operations

» General Mess Is a Line of Accounting (LOA)
merchant
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S Form 2838

APPLICATION FORM FOR U.S. DEPARTMENT OF THE TREASURY
ACCOUNTABLE OFFICIAL STORED VALUE CARD (SVC)

TIONS: Subme -rcu-‘m form t Disbursing or Finance OMce. Provide bank or cradit union inormasion If you are authorized i transter funds rom an agancy bank o
ereds union account 1 your rtabie Cfficial Treasury Stond Value Cars ) acoount at a Treasury SV kiosk

ATE OF BIRTH | ¢ 'S MAIDEN NAME
P ] for sscurity pume:

-y sttty oty uncer the pre

Eamen. LosT, -.m:u_En. oRr Dmam "GARD: When e Accovrasie Ovaal Trasm ¥

unien acceunt specficd above. I the acceunt has been desed or If any valus ramairing on the

undarstand that the funds may be transterrad & an account In the LS. Treasury In accordance win
T 10 FEEAINS fre QAL b CLNT SLCH TUnds. If My ACCoUntanle CMclal Treasury 5

Ing ihe Accauniabie Oz Tressury
may be imagad and kspt on file eiecs

nsidered the iogal cquivalert of Sie original. | rzm.-fn mn

Sk e i Ll Wkt

FR 210, and 31 U
ereeH IncRicisia ACHAG T 18 cafacky of ACcouiatse OMEials it fhe Trassiny SVC proran: 4o cEtain auihaikzaon i K cebt ana crodt
il b s oo ok rqu:m amcuns.
fo Be diciczed as general
i ot 115, Eeraarimet of the Trecamiry. Flacat s oy Agents i
Defonse (DoD) for the purpase of administerng the Troasury n ackftian,
B et e il o i P iantified by the Bu

Fhinkery, fimesis, e s ot e nland o edomy i sl ot e e
sur Identity 304 1o faciitate the colect
W Cannat process ¥t

BURDEN ESTIMATE STATEMENT
arding i the Paperan©: Riecuction Act of 1569, na persons ars required o respond o a collection af |
requined ko complete this Informal ction |5 estimated (o awerage 10 minuses, Inchucding Hhe fime 1o rEvew Instructic exisling data sources, gather and makntain
iete and review the collection of Information. Commenks concerning the accuracy of the time estimase ::n: sLggestions for racucing this burden
5. Department of the Treasury, Burea of the Fiscal , 401 14 Stroct SW, Washingtan DS

AUTHORIZATION TO MAKE TREASURY SVC TRANSFERS ELECTRONICALLY TO AND FROM BANK OR CREDIT UNION ACCOUNT
1 muhorize the U.S. Treasury's Fiscal or Financial Agent tn infiiate debit and cred® eniries 1o the bank or credi union it at Be Snancial Insiiiusion specified abave in
arder to full uesis | may make i ranster funds betwesn the Bank or credt unicn account and this Treasury
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MT 280

m MT 280 is a Mobile POS (MPOS) device
— Also called the Bluebird

m MT 280 - Online Mode

— MT 280 Is connected to the ship’s LAN via Ethernet
connection to communicate with the Navy Cash Server

m MT 280 - Offline Mode

— MT 280 is not connected to a designated LAN drop (i.e.
MWR, money changers, foreign vendors)

— Powered by battery

SAIC PROPRIETARY



MT 280 Welcome Screen

BLUEBIRD

; NAVY CASH
Operator’s name

Welcome to Navy Cash

Begin Sale

03/16/2018 18:21:22 (GMT)
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MT 280 Screen Layout

BLUEBIRD
LOGOFF. Header

Main Screen

asi;sfzezz [GT‘} g 108 Status Bar
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MT 280 Indicators

MT 280 is Offline BLUEBIRD

mm £, NAVYCASH
There are messages in the
3 |nterna| queue Welcome to Navy Cash

10

DISBO, DISBO

SD Card queue

There are messages In the
g Insert Card or Select I-__ﬂgln

Begin Sale

SD Card is missing 03/30/2018 22:06:33 (GMT) [

Ver1.4.7.3
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MT 280




MT 280 Log On

m Power on the MT 280

m Connect the MT 280 to the Network

— Put MT 280 into the Point of Sale
(POS) Base Unit that Is connected to a
Navy Cash LAN drop

— Ensure MT 280 Is connected to the
network

m MT 280 prompts Operator to enter
Operator ID

m Enter Operator ID

m_Operator ID text box turns green and
ELIegOK button is enabled e

Ver1.4.7.3




MT 280 LLog On (cont.)

m MT 280 displays Operator’s
name on \WWelcome Screen

m MT 280 Is ready to process
sales transactions/collections

Operator’s name

SAIC PROPRIETARY

BLUEBIRD

NAVY CASH LOGOFF

Welcome to Navy Cash

DISBOQ, DIS

03/16/2018 18:21:22 (GMT)




MT 280 User Log Off

m ITMT 280 1s Online

— Step 1. Provided there are no
messages In the gueue, touch the
L_ogoff option on the header bar

— Step 2: Touch the “Yes” button
when prompted to Logoff

SAIC PROPRIETARY

BLUEBIRD

NAVY CASH

Welcome to Navy Cash

DISBO, DISBO

insert Card or Select lagln Sale
§::

Begin Sale

03/16/2018 18:21:22 (GMT)




MT 280 User Log Off (cont.)

m |[f MT 280 is Offline

— Step 1: Connect MT 280 to a LAN
drop

— Step 2: Power on the MT 280

— Step 3: Wait until the Offline
Indicator disappear

— Step 4: Wait until the and
Message Indicators disappear

SAIC PROPRIETARY

BLUEBIRD

Welcome to Navy Cash

DISBO, DISBO

Insert Card or Select legln_ Sale
.

03/16/2018 18:21:22 (GMT) "




MT 280 User Log Off (cont.)

— Step 5: Touch the Logoff option on the header bar

— Step 6: Touch the *“Yes” button when prompted to
Logoft )
BLUEBIRD BLUEBIRD

Welcome to Navy Cash

Are you sure you want to log off?

DISBO, DISBO

Insert Card or Select Begin Sale
fpinse

Begin Sale '

N Ote . 03/16/2018 18:21:22 (GMT) °

04/12/2018 15:43:37 (GMT)

m MT 280 must be connected to LAN:

— To download transactions
— To Log on or off

Ver1.4.7.3
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Short-Term Outage

m [f connectivity to the server Is expected to be a

problem, an operator should remain logged-on to
the MT 280 at the end of the day

— This will allow operator to conduct business the next
day

— In Offline Mode, the MT 280 stores messages In the

Internal queue and uses an 8 GB SD Card as back-up
storage

SAIC PROPRIETARY



Card Access Device (CAD), SD
Card, and SAM Chip




Card Access Device (CAD)

m Connects to the Navy Cash Server through
ship’s LAN

m Requires network connection to mitially log
In to the Navy Cash Server

— If CAD loses connectivity to Navy Cash server,
It can still process transactions offline

m Does not support entry of PIN




Secure Digital (SD) Card

m [he SD Card

— Provides a means of storing
transactions when the CAD Is
offline (also installed on MT
280)

— SD card used should be 8 GB

SAIC PROPRIETARY



Secure Access Module (SAM)

m SAM is Installed in MIT 280s,
Kiosks, and CADs

m DISBO must ensure each MT 280,
Kiosk, and CAD has a SAM Chip,
Including spares

m The MT 280, Kiosk, and CAD use

a SAM to Interact with the chip on
the Navy Cash card

m Ifa SAM is not present, the MT
280, Kiosk, or CAD will not work,
and an out-of-service error Is
displayed on the screen

SAIC PROPRIETARY
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Equipment Set-up - Sales Office

m [ypical Set-up
— Navy Cash LAN drop

— MT 280 Is connected to a
Navy Cash workstation

m NC Workstation

— Disbursing Application for
SELES
» Refunds
» Reports
» Vending and Ships Store
» Card Reports

SAIC PROPRIETARY



Disbursing App Sign On/Off

m Verify that MT 280 is turned on

m Turn on Navy Cash workstation and enter \Windows

password to launch Windows

using your username and password

m Click icon for Disbursing Application 2%, , then log In

m To log out of the Disbursing Application, click

“Logout™




Disbursing Application Menu

Funds Transfer Card Maintenance Accoun b Mainkenance Cperations Ukilities Reporks Logouk

NAvYCASH

NavalL SuPPHLY SysTEMNMS ComMMA

Ready. MResourcerful. Responsive!

PIN Reset or Change

Disbursing application wersion: 1.7 23143 | Application Release : 1.4.6.0 (ncp.10g) S 72010 [F11:25 Pm
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Sales Merchant Accounts

m Sales Merchants are pre-set by
Navy Cash

m Sales Merchants are Line of
Accounting (LOA) Merchants
— Ship’s Store
— Vending Soda
— Vending Store Items
— Hangar Bay Sales
— Beverage Bar

SAIC PROPRIETARY



General Mess Merchant Accounts

m Two Merchant Accounts
— General Mess — Food
» 10 record standard meal prices
— General Mess — Surcharge
» To record meal surcharge

m General Mess Merchants settle to Line of
Accounting (LOA) monthly




TolglS

~

Daily Opera




Navy Cash and ROM

m Resale (Retail) Operations Management (ROM)

— Ship’s Store operates can operate in Online or Offline
mode

— The ROM workstation (backend office) is NOT
Integrated to Navy Cash

— Daily balancing must be performed to ensure both
systems match

SAIC PROPRIETARY



Ship’s Store

m Daily Business
— Turn on the MT 280

— Log into the MT 280 using the 4-digit Operator 1D
» Ensure MT 280 Is online and connected to the Navy Cash Server

— Scan all items through the Cash Register

— Enter total transaction amount into the MT 280
» Total Amounts entered in MT 280 and Cash Register must match

— Cardholder inserts NC card, enters PIN, and confirms total
amount of the transaction

— Review Sale Results and touch the “Done’ button

— Remove NC card from the MT 280
— Transactions are automatically downloaded to the NC Server

Ver1.4.7.3
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Ship’s Store (cont.)

m End of Day

— Ship’s Store operator ensures all sales transactions have
been downloaded from the MT 280

— Sales Office or designated assistant generate an EOD
Report from ROM summarizing that day’s sales activity
at the Cash Register

— Compare EOD Report with Navy Cash Merchant Sales
Summary Report
» Totals for electronic sales must match

— If there are no differences, total sales will be entered and
posted into ROM

— Sales Officer signs all reports and reports filed

SAIC PROPRIETARY



Ship’s Store (cont.)

m EOD Differences

— Any difference must be investigated
» Difference is >$5.00

— Print the ROM QOver/Short Report
— Print the ROM Daily Transaction Report

— Print the Merchant Transaction Report (i.e. by
Operator) in Navy Cash

— Verify the NC Refund Log

— Compare reports, research, and resolve any
discrepancy

SAIC PROPRIETARY



Hangar Bay Sales

m Sales Officer sets up ROM Workstation
— |AW ROM User’s Guide

m Check out MT 280 from Disbursing Office
— DO configures MT 280 with appropriate Merchant
— DO assigns Operator ID
— DO logs MT 280 from check-out log

m At end of day, connect MT 280 to any of the NC
download boxes or serial ports

— Transactions are automatically downloaded to the NC
Server

SAIC PROPRIETARY



Ship’s Store Profits

m [ransfer of Ship’s Store Profits to MWR

— Payment can be made via U.S. Treasury Check
or Cash




Food Service Procedures

m All Officers and civilian riders will have a
Navy Cash Card

m Deposits will not be made directly from
ship riders to DISBO or Wardroom
Treasurer to DISBO

m Food Service will confirm collections using
the Merchant Sales Transaction Report
and/or Merchant Sales Summary Report




Food Service Procedures (cont.)

m Refunds must be approved by FSO using a refund
chit

m [ood Service will submit a NAVSUP Form 1359
before the 271 of each month
— Note: Disbursing Officer will dictate the final date for

S-2 deposits

m FSO will notify TYCOM when deposit will not be

made for the month

m If not ship’s company, meal sales will be recorded
on the DD 1544 and the surcharge rates apply




Daily Reconciliation




Reconciliation

m Reconciliation Is the process of confirming
that Navy Cash collections balance with
Navy Cash sales (transactions)

m Determine what caused an out-of-balance
condition

m The DISBO, Sales Officer, and FSO must
reconcile daily




Reconciliation

m Daily Reconciliation - Ship’s Store

— ROM Daily Transaction Report 1s compared
with daily Merchant Sales Summary Report
and/or Merchant Transaction Report

— Simplifies reconciliation at End of Month

— Normally, daily ROM and Sales Reports are
compared with applicable shore reports

» Merchant Sales by Operator Detail Report




Reconciliation

m Daily Reconciliation - Food Service

— FSO compares recorded sales/surcharges (cash
meal and bulk food) on the following:

» Totals on DD 1544, NS 1046, or DD 1149 less
Refunds

VEI'SUS

» Total collections shown on the Navy Cash Merchant
Sales Summary Report plus any cash/checks
collected

SAIC PROPRIETARY




econciliation Worksheet

uss

GENERAL MESS DAILY RECONCILIATION WORKSHEET
DATE:

DD 1149/NS 1282
NS 1046

om Merchant
ary Report)

DD 1544

TOTAL SALES
ADJUSTMENTS

TO SALES

Plus erroneou und
les amounts

5A I C | Ver 1473
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General Mess Forms

m DD 1544 — Cash Meal Payment Book

m NS 1046 — Sale of Enlisted Dining Facilities Meals

m DD 1149 — Requisition and Invoice/Shipping
Document

m NS 1282 — Food Item Reguest/Issue Document

m NS 1359 - General Mess Summary Document




RETuNas

Ver 1.4.7.3
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Refunds - Sales

m Sales Officer or designated assistant approves all
Refunds

m Use a NC Refund Chit and NC Refund Log

m Customer takes merchandise to the Sales Office and
fills out a NC Refund Chit

m After approval, Disbursing Officer, Sales Officer or
designated assistant will process the refund through
the NC Disbursing Application

m Sales Officer or designated assistant enters the
refund in ROM following current procedures




Refunds - Sales

m Merchandise Is returned to ship stock

m A copy of the approved Refund Chit and Refund
LLog are kept in the retained file




Refunds — General Mess

m SO prepares, signs, and issues a Refund Chit
— SO approves all refunds

FSO records the refund in the Refund LLog

Cardholder presents Refund Chit to Disbursing Officer
Disbursing Officer performs refund

Disbursing returns Refund Chit to FSO

~SO records the date refund was cleared on Refund Log

~SO keeps the Refund Log for 10 years
— For reconciliation and audit purposes




Individual Refunds

m Two types of Individual Refunds
— Chip Purchase Refund

» Allows a single purchase transaction to be
selected to the refund

» Ensures the purchase Is refunded only once
— Miscellaneous Refund

» Used when the specific purchase iIs difficult
to 1dentify




m Individual Refunds
Screen

— Chip Purchase
Refund

S5AIC
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Refunds

Funds Transfer  Card Maintenance  Account Mamkenance  Operations  Utiies  Reports  Logout

. Funds Transfer ko Chip

N AV Y CAS H Funds Transfer from Chip
Individual Refund e

(Chip to Chip Carrections

Bulk Refunds

Hawe userinesit.cord. #bout Funds Transfer

fund [l

Chip Purchase Refund

Filters

From Date

Dishursing Application Version: 1.7.23143 | Application Release : (ncp) 18201 1002508 AW

Ver1.4.7.3
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Refunds

m Miscellaneous NAVYCASH

Individual Refund

Refund Screen

Funds Transfer  Card Maintenance  Account Maintenance  Operations  Utiities  Reparts  Logout

€ Chip Purc

Refund

Dishursing Application Yersion: 1.7.23143 | Application Release: 1.4.7.0 (ncp) 12011 10:31:52 AM

Ver1.4.7.3
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Questions

SAIC Ver1473
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