b STEPS

TO AVOID CYBER
ATTACKS

SET UP MULTIPLE
MFA METHODS

You reduce the chance of an
account lock-out by enabling a
second MFA method.

USE STRONG
PASSWORDS
Choosestongfsecre (%% %% )

password with anyone. k J

VERIFY ALL

é LINKS' ORIGINS
— lick links f
| Do not click on any links from an
@{/_[—% unverified source. If you are uncertain

the communication received is
legitimate, please contact ASAP and/or

ID.me to verify the validity of the source
and the information contained within.

LOG INTO YOUR 2w
C :

ACCOUNT WEEKLY -

Log into your account on a weekly : o

basis and check for any banking, ...... rﬂ

role, or user changes. S
INVEST IN ANTI-VIRUS
SOFTWARE FOR YOUR

g Ensure the anti-virus software on your

EQUIPMENT
PCis up to date.

FOR ADDITIONAL QUESTIONS, PLEASE CONTACT US:

EMAIL: ASAPHELPDESK®@FISCAL.TREASURY.GOV
PHONE: 855.868.0151 (OPTION 2, OPTION 3)



https://fiscal.treasury.gov/asap/contact.html
mailto:ASAPHELPDESK@fiscal.treasury.gov

