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Security requirements require ASAP.gov recipient organization users to register, validate identity, and
enable multi-factor authentication (MFA) with ID.me. Recipient organization users are not able to log
into ASAP.gov until they complete these steps. Successfully following the steps in this guide will
ensure recipient organization users have an identity validated ID.me account with multi-factor
authentication.

Process Overview:

1. Log into

. 3. Enable multi- .
( Asfp'tgov 2. Register factor 4. Validate
contact your

organization if with ID.me authentication
you cannot) via ID.me

Identity via
ID.me

You must be an active ASAP.gov user before you can start. If you require access to ASAP.gov, please
contact the user in your organization with the “Point of Contact” role. Once you are enrolled and
can successfully log into ASAP.gov, you can then proceed with the steps listed in this guide.

To learn more about ASAP.gov, attend an upcoming webinar. Here is a link to register for any of the
upcoming free webinars: https://fiscal.treasury.gov/asap/#webinars
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ID.me Guide to Register, Enable Multi-factor
Authentication, and Validate Identity

1. Open an internet browser window and type

www.asap.gov. You will be taken to ASAP’s login
page. ASAP Production Telephone: 655.868.0151 _ E-Mail: asaphelpdesk@fiscal
‘ (.. PIV | CAC J Autl.lentlcate using PIV, PIV-I, CAC,
Yubikey
‘ ID_m } Certificate Authentication enables U.S. Federal
: employees and contractors to authenticate using a
federally provided credential (PIV, PIV-I, CAC,
Yubikey)

2. Select ID.me from the login options listed.

You must be an active ASAP user to proceed. If you E P IV I CAC
require access to ASAP.gov, please contact your =
organization’s ASAP user with the role of “Point of p .

Contact” to become enrolled. Once enrolled and can
successfully log into ASAP.gov, you can continue
with the instructions that follow. b

ID.me «—

3. Loginto ID.me using your current login
credentials. If you do not have an ID.me account,
proceed to step 5.

1D e

Sign in to IDLMme

Newvw to ID.me?

Note: The primary email address associated
with your ID.me account must be the same as
the email address associated with your ASAP.gov
account. If it is not, you will need to add your
ASAP.gov email address. Instructions for adding
an additional email address are on page 8.
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Create an ID.me account

Ermcail

I Enter your ermail address

Password

| Enter password
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4. You are now logged into ID.me.

Note: You must enable Multi-Factor
Authentication (MFA). This provides an added
step of security for your account. If you are an
existing ID.me user without MFA, proceed to
step 10.

5. Click on “Create an ID.me account”.

If you have problems or questions, visit
https://help.id.me/hc/en-us. Select “Help
Center” at the top right of your account. There
will be a Search feature and a list of
Troubleshooting Topics for you to choose from.

ID.me

Sign in to ID.me

MNew to ID.me?

Create an ID.me account

Email

Enter your email acdress I

Password

Enter password |

6. Enter the email associated with your ASAP
account and enter a password. The screen will
prompt you to enter your personal email
address. DO NOT DO THIS UNLESS YOUR ASAP
EMAIL IS YOUR PERSONAL EMAIL ADDRESS.
Instead, enter the email address associated with
and linked to your ASAP.gov account. Click the
checkbox to accept ID.me terms and conditions
and privacy policy. Then, select “Create
account”.

Create an IDumMme account

r__(;;. I s callrescecly Faoree cory DU Crscoumryt, oo reot
2 SRS O Feen O, Siegr o Do o e eodis e oroco it

= Imndicatas O rocuired fobcd
Ervecil =

Entoar your poarsoncal aormail addross

Pt awesared *

Enmtar paaSssvwore

Condirmm Passwworo =

Roontor paosswora

| oSOt e 1D e Torres OfF Soryiosn CHrycl Priohsy! P by

1 wocarit B0 SUBScrilss 0O 1D rmes Sffoers carvd] Sl c o irts

Create acCoumnmt
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7. Check your inbox for an email from ID.me. Click
the button in the email to confirm your email __\4
address. Then, return to your internet browser. | "*_: l
The page will automatically move forward to
the next step.

Your email has been confirmed!
Note: This ID.me link will expire within 15
minutes. Be sure to check your junk/spam

Thank you for confirming your email.
folder if you do not see it in your inbox.

Please return to the other window or tab to
continue with ID.me.

You may now close this browser window or tab.

8. For added security, all users will need to add a
Multi-Factor Authentication (MFA) to their
account.

MFA strengthens account security by requiring
two factors to confirm your identity when you
sign in to your ID.me account. These factors
typically include:
e Something you know (e.g., username
and password)
e Something you own (e.g., phone
number, smartphone, tablet, mobile
app, and NFC-enable security key)

9. Click the drop-down menu next to your name to
select “My Account”. Next, click the “Sign In &
Security” tab. securty

(%) Securing Your Account

Password Set up at least one backu

WWith multi factor au 5 You

e Select “Security”. There, you will be
shown the various MFA options.
5 Device Unlock SetUp |
[ Select ”Set up" to add a hew MFA Logins Unlozk your device (phone, computer, otc.) te Use your passkey.
method and follow the steps to enable
that MFA method. If you want to delete
a previously stored MFA method, select n:]
the trash canicon.

Privacy

Clase Account

Text Message or Phone Call Set Up |

essage of phone cal

Set Up

Note: ASAP access requires at least one @ Push Notification

Approve sign-ns wia Push Notifications sent to the 1D.me Authenticator mobile app.
enabled MFA method.
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10. You will now need to verify your identity.
Choose a document type (e.g., driver’s license,
state ID, passport, or passport card).

Note: If you do not reside in the United States
(you are an International user), please see the
instructions beginning on page 10).

| don't live in ni

VERIFY YOUR IDENTITY

We'll need permission to use details from your
credit profile and other public sources to wverify
your identity. This will not affect your credit score.

Choose a verification method

Upload photos of your license or state 1D

Upload photos of your driver's license or
state 1D, and enter your Social Security
number.

Upload a photo of your passport
@ Upload a photo of your passport and enter
i yvour Social Security numiber.

Upload photos of your passport card

&=

Upload photos of your passport card and
enter your Social Security number.

11. Read and acknowledge the “Consent for ID.me
to collect Biometric Data and Sensitive Personal
Information”.

Note: The Biometric Data can be deleted at the
user’s request. You may request the deletion of
both the selfie image and Biometric Information
submitted during your verification by
submitting a request through the ID.me "Privacy
Rights Center" which is accessible via a link at
the bottom of their Website, or under the
"Privacy" setting in your account.

12. Either upload existing photos from your desktop
or type in the phone number of a cell phone
that can take pictures. If you choose to take
pictures with your phone, ID.me will text you a
secure link that will open your phone camera.

ID.me guide for Recipient Organizations to Register, Enable MFA, and Validate Identity

WERIFY YOUR IDENTITY

[ ] z EY a s

Take photos of your identity
document

Enter a rmobile phone nurmber, then we'll text you
a link to take photos of your identity docurment.

Identity Docurment
Driwver's License Change document

Mobile Phone Number =

- - (z04a) -

Plocasc ontoer a valid phonc numbor for United Statces

Wour smartphone must hawve a
camera and a web brovwser.

By entering your phone nurmber, you agree to
receive notifications through text message aor vaice
calls during sigm-in attempts in order to protect
YOUr account
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13. Follow the instructions to take pictures of your
ID. For a driver’s license, state ID, or passport
card, remember to take a photo of the front
and back. When you’re satisfied with the
photos, click continue.

ID.me + BREX"

Take photos of your
driver's license or state 1D

14. Follow the instructions to take a selfie. Ensure
you’re in a well-lit area.

15. The final step to verify your identity is to enter

your Social Security Number. VERIFY YOUR IDENTITY

1 2 3 o 5
If you have problems or questions, visit
https://help.id.me/hc/en-us. Select “Hel . .

» /f . /. ; P Enter your Social Security number
Center” at the top right of your account. There
will be a Search feature and a list of
Troubleshooting Topics for you to choose from.

Social Security Number (###88848848) *

HHEBHERHHES ‘

The Sarial Security number is used as a unique
identifier to confirm identity. This will not affect
your credit score.

16. Make sure that all your information is accurate
and complete. If it is, check the box attesting
that the information is accurate, and then click
continue. If not, hit the edit buttons to make
changes.
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17. You will then see a message saying that your
identity has been successfully verified. By AUTHORIZE U.S. DEPARTMEMT OF
clicking “Allow”, ID.me will be able to proceed. TREASUREY

Before we send wou back to ULS. Deparcment of
Treasury, we naeed your permlission to share your
werified idenuioy inforrmacion.

If yOU haVe problems or queStiOnS, V|S|t Please mnote that only informacion obtaimned frorm

R “ the wverification process will bhe shared.
https://help.id.me/hc/en-us. Select “Help

Center” at the top right of your account. There U.S. Department of Treasury will receive:

will be a Search feature and a list of < Middie MName < Street
Troubleshooting Topics for you to choose from. = Fhens = sen
& Last MName @ Ermail
e Postal Code & Birth Dacte
& First NMName @ Group Aassociatior
= Tty o= State

o can remowe this acocess at army tirmee by
Changing wour IDome accounmt Settimgs.

e 1y
18. Once you have registered, enabled multi-factor
authent'cat'on, and Vahdated the |dent|ty for B inofficial website of the United States governmant
your ID.me account, you will either:
.application logo
° Be immediate|y directed to ASAPgOV and An entitlement request has been submitted to enable privileped access

successfully logged in,
An email will be sent to - EE—_—_— ) I 0 once your entitlament request has been processed

OR

e Receive a message that “an entitlement
request has been submitted to enable
privileged access” (see screenshot) and you
will need to wait for an ASAP team member
to approve your request. Once the approval
has been made, you will then be able to log
in to your ASAP.gov account.
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ID.me Guide to Add Additional Email Address

1. LogintoID.me usingyour current
login credentials. 'D.nw MY ACCOUNT
2. Oncelogged in, select your name in the top- OVERVIEW PROFILE SIGN IN & SECURITY

right corner and then select “My Account”
from the drop-down.

3. Select “Profile” from the listed menu options.

If you have problems or questions, visit
https://help.id.me/hc/en-us. Select “Help Center” @ My Profile
at the top right of your account. There will be a
Search feature and a list of Troubleshooting Topics
for you to choose from.

Member Since July 2021
I

Manage Profile

4. Selectthe blue “+ Add Email” option and enter
the new email address.

v Email &
5. Select “Send Verification”. A confirmation

message will be sent to this email address. I m

6. After confirming your email address via the
email that was sent, navigate back to the
“Profile” tab within your ID.me account.
Note: Your new email address will show as

“Not Verified” until you confirm this via an Cancel

email sent from ID.me.

7. Confirm the new email address has been
added to your ID.me account.
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8. Now that the email address used with
ASAP.gov has been added, you will need to
selec't Make Prlmar.y to m.ake it the primary v Email =
email address associated with your ID.me

account.
[
]

Make Primary ) [

9. Confirm that you now see your ASAP.gov
email address as the primary email in your
ID.me account. If so, you’ve successfully
added the email used with ASAP.gov and
made it your primary email address.
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|D.me Guide —Identity Verification for International
Users (users outside of the United States)

Step Screen Image

1. Onthe “Verify Your Identity” screen, select
“l do not live in the United States”.
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VERIFY YOUR IDENTITY

Thare are sevaral options for you to veify your
dentify and this process oriy takes a few rminules
You'll only newd to werify your identity once

We'll need your permission to use details from
yaur cregit profile and other pubiic sources to
verify your identity. Don®t worry, this won't affect
FORIM OreaCet SC0Me.

Choosa a verification mathod

=

Uplocd photos of your Beanes ar stata ID
Unpcad photos of FOUT criver's licenze or

it D, 4nd enler your ol ipeurity

i Uplond & ghato of your poispert

Upload & phato of your passport and enter
YO SO0l SeCURty ruminer

RATIDET

Upiood phetos of your passport card

Upladd plicbad of wour passpart ¢and Snd
SRS YOur S0Cial SECurily rumbes

[ e i the Urined saves ]

Screenshots and steps as of 8/22/23 | Page 10 of 17



TREASURY UNCLASSIFIED // EXTERNAL

2. Select “Get Started”.

3. Confirm that your personal information on
the screen is accurate and complete and click
“Continue”.

ID.me guide for Recipient Organizations to Register, Enable MFA, and Validate Identity

Complete your identity verfication viaan
D Trusted Referes in throe easy stops

1) Confirm your personal information

2} Select and uplosd identification documents

3) Attend the live video web session

D_ARE TRUSTED REFERTES ARE TRAINED AND CERTIFIED
0 BEFCT TOUR IDENTIFICATION DOCUMENTS AND
WIREFY YOUR IDENTITY DURING TOUR OMLIND
SESSHOM.

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Condirm your personal information

Srnifia Sl Sy’

Dais o By

Ol
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4. Confirm that the address shown on the
. ID. e
screen is your current (or most recent)
address and click “Continue”. et Rt s e

WO IDENTTTY

Comfrm your perusnsel addreus

B

el

5. Ifrequested, er\teayour‘Soc?I Security MEET WITH AN ID.ME TRUSTED REFEREE TO
Number and click “Continue”. VERIFY YOUR IDENTITY

Enter your Social Security numbaor

£ conf saennry. THS w o affect

Entor your Sociol Security numibor *

Confirm your Sociol Security number *
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6. Next, upload Two (2) primary IDs or One (1)
primary and Two (2) secondary IDs. Use the
drop-down boxes to select the document
type you have chosen and click “Continue”.

Note: For a list of primary and secondary ID
types, select the “What is a Primary or a
Secondary Document?” box.

ID.me

MELT WITH A TRUSTID REFIRDE TO VIRIFY
YOUR IDEMTITY

3.5

W nesd twd prirmary |DE of one pilmany
Pt two secondary 108 1o procesed

B TELATIS BEPTENE WL WEESTY FORLA ST B
SR . el e e T, T e e

Primary 10 #1

Primary D02 [

e _

7. Upload photos of your documents either
with your computer or your phone.

ID.me guide for Recipient Organizations to Register, Enable MFA, and Validate Identity

BADET WTTH & TEUSETIE SIFIRTE TO VIR
TOUR IDENTITY

Chose how to securely submit photos

Dot Al
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8. Click “Continue”.

9. Enter your cell phone number and click
“Continue”. You will be texted a link to take
a selfie.

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Required documentation

Change

ID.me

MEET WITH A TRUSTED REFEREE TO VERIFY
YOUR IDENTITY

Take a selfie

Enter your mobile phone number, and we'll text you a
link bor take a selfe,
Pt
= - I
Your mobile phone must have a camera and web
Branaser

Go Back ‘ Continue
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10. Select the link that was sent via text. Upload
a selfie using the camera on your mobile
device. (Once uploaded, ID.me will verify
your identity automatically.)

Note: If ID.me cannot verify your information,
you will need to input your data manually.

WERIFY ¥ OUR IDENTITY

Let's take a salfie

2

I:Fj Take a photo with oy devics

POAM WCEILE PHONE WUST BATE & CAMERS AMS &
WED TSR

Aot s e | Tams of Rarsios | Privaoy Policy

11. Next, return to the browser where you
started creating your ID.me account. Verify
your personal information and select
“Continue”.

Note: If you were not prompted for a Video Call
after this step, no further action is necessary.

If you have problems or questions, visit
https://help.id.me/hc/en-us. Select “Help
Center” at the top right of your account. There
will be a Search feature and a list of
Troubleshooting Topics for you to choose from.
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ID.me

MALET WITH A TEUSTID BEFIREE TO VERFY
WO EENTITY

Confirm pour e masen

EE
-
——
o roee R
|
e
-
——
== [
o taas [

o

seasn s [
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12. At the bottom of the page, you will see
Common Rejection Reasons and a check box
indicating you have your physical documents
ready for the call. Once you have your
documents ready, check the box, and click
“Continue”.

13. If ready for submission, click “Submit
documents”.

Note: If you want to review your submission,
change uploaded documents, or update
information, click “Close”. Verify your personal
information, then select “Continue”.
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m U5 Stote Drivar s .
licwnese %

& us resport cord T

L Ly

& Pyl iags of the oty
A b e

5 lraige of the arigrs docume
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W, R B D0n T U SLR L OO CLEREES

Wl CAMMOT VIREPY YOUR BBINTITY oF YOk
DOCUMENT IS NOT CLEAR OF OF THE RIGHT TYPE

B | have iy decumerds phiysically ready in
hamd b widoo call. Deherwise, |
underatand that my identity cannot bo
verified.

g m

REVIEW SUBMISSION CRITERLA

NOTE:
IF youdr doscuments get rejecied

o pat mest the requirsms

ihee samie document far Dwo =revil
upsads) you will heve to reupload
documents and wail in line Lo meet with an
IDme Trusted Referee.

Would you like to submit your documonts?

Submit doouments

ot |
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14. After submitting your documents, you will be
directed to a virtual waiting room to meet
with an ID.me Trusted Referee. Check the
box that you have your original documents
to show the Referee on camera and click
“Continue”.

FAEET WITH AHM ID.ME TRUSTED REFEREE TO
VERFY ¥YOUR IDEMNTITY

Jain the waiting rocm to rmeat with an
IDume Trusted Raferea.

Are you recdy?

oy ORIGIMAL GoCumenis 1o show
Reter g o Camera

Savw and come back Lwer

15. You will then be placed in a waiting room
and will be shown a pop-up with an
estimated wait time. You will be
automatically redirected to the meeting page
to begin the video call. Click “Start Video
Call”.

16. The Trusted Referee will now ask you to do
the following:

e Verbally approve the call to be
recorded for quality assurance

e Confirm information (name, address,
date of birth, social security number)

e Show your document via the camera

e Allow the Trusted Referee to take a
screenshot of you for selfie
matching.

MAEET WITH ANIDME TRUSTED BEFERIE TO

VIDEO SESSIOH WITH AN IDME TRUSTID
VERIFY ¥OUR IDENTITY REFEREE

Oz o

— &
Onee 6 Trusted Releros i avallabe, they will <
Vi YOAR SODURTWTS D09 S YO SO ‘

tha vidkeno ooll ORIGINAL

Entirmated wolt trme:

O mirutes

0 g et Lot (AT Bt i G D
PR 5t Sy T S ta I RS I B

17. Once you've received confirmation that your
Identity Verification has been successful, the
process has been complete.

If you have problems or questions, visit
https://help.id.me/hc/en-us. Select “Help
Center” at the top right of your account.
There will be a Search feature and a list of
Troubleshooting Topics for you to choose
from.
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